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The Devonshire Hill Nursery & Primary School 

Data Protection Policies  

This suite of policies includes: 

Section 1: Data Protection Policy 

Section 2: Data Breach Policy 

Section 3: Data Retention Policy 

Section 4: Information Security Policy 

Section 5: Freedom of Information Policy 

Section 6: Privacy Notice for Pupils and Parents 

Section 7: Privacy Notice for Staff 

Section 8: Privacy Notice for Job Applicants 

Section 9: CCTV Policy  

Section 10: Photography Policy  
 

 

 

 

 

Ratification date: 20th September 2019 Review date: September 2022 

We will monitor the effectiveness of these policies and procedures and conduct a full review 

and update as appropriate. 

Our monitoring and review will include looking at how our policies and procedures are 

working in practice to reduce the risks posed to the School. 
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DATA PROTECTION POLICY 

Introduction  

The General Data Protection Regulation (GDPR) ensures a balance between an individual’s rights to 

privacy and the lawful processing of personal data undertaken by organisations in the course of their 

business. It aims to protect the rights of individuals about whom data is obtained, stored, processed 

or supplied and requires that organisations take appropriate security measures against unauthorised 

access, alteration, disclosure or destruction of personal data.  

The School will protect and maintain a balance between data protection rights in accordance with 

the GDPR. This policy sets out how we handle the personal data of our pupils, parents, suppliers, 

employees, workers and other third parties. 

This policy does not form part of any individual’s terms and conditions of employment with the School 

and is not intended to have contractual effect. Changes to data protection legislation will be 

monitored and further amendments may be required to this policy in order to remain compliant with 

legal obligations. 

All members of staff are required to familiarise themselves with its content and comply with the 

provisions contained in it. Breach of this policy will be treated as a disciplinary offence which may 

result in disciplinary action under the School’s Disciplinary Policy and Procedure up to and including 

summary dismissal depending on the seriousness of the breach. 

SECTION 1 - DEFINITIONS 

Personal data 

Personal data is any information relating to an individual where the individual can be identified 

(directly or indirectly) from that data alone or in combination with other identifiers we possess or can 

reasonably access. This includes special category data and pseudonymised personal data but 

excludes anonymous data or data that has had the identity of an individual permanently removed.  

Personal data can be factual (for examples a name, email address, location or date of birth) or an 

opinion about that person’s actions or behaviour. 

Personal data will be stored either electronically or as part of a structured manual filing system in such 

a way that it can be retrieved automatically by reference to the individual or criteria relating to that 

individual. 

Special Category Data 

Previously termed “Sensitive Personal Data”, Special Category Data is similar by definition and refers 

to data concerning an individual Data Subject’s racial or ethnic origin, political or religious beliefs, 

trade union membership, physical and mental health, sexuality, biometric or genetic data and 

personal data relating to criminal offences and convictions. 

Data Subject 

An individual about whom such information is stored is known as the Data Subject. It includes but is 

not limited to employees.  

 

Data Controller 

The organisation storing and controlling such information (i.e. the School) is referred to as the Data 

Controller. 
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Processing 

Processing data involves any activity that involves the use of personal data. This includes but is not 

limited to: obtaining, recording or holding data or carrying out any operation or set of operations on 

that data such as organisation, amending, retrieving using, disclosing, erasing or destroying it. 

Processing also includes transmitting or transferring personal data to third parties. 

Automated Processing 

Any form of automated processing of personal data consisting of the use of personal data to 

evaluate certain personal aspects relating to an individual, in particular to analyse or predict aspects 

concerning that individual’s performance at work, economic situation, health, personal preferences, 

interests, reliability, behaviour, location or movements.  

An example of automated processing includes profiling and automated decision making. Automatic 

decision making is when a decision is made which is based solely on automated processing which 

produces legal effects or significantly affects an individual. Automated decision making is prohibited 

except in exceptional circumstances. 

Data Protection Impact Assessment (DPIA) 

DPIAs are a tool used to identify risks in data processing activities with a view to reducing them.  

Criminal Records Information 

This refers to personal information relating to criminal convictions and offences, allegations, 

proceedings, and related security measures. 

 

SECTION 2 - WHEN CAN THE SCHOOL PROCESS PERSONAL DATA 

Data Protection Principles 

The School are responsible for and adhere to the principles relating to the processing of personal 

data as set out in the GDPR. 

The principles the School must adhere to are: - 

(1) Personal data must be processed lawfully, fairly and in a transparent manner; 

(2) Personal data must be collected only for specified, explicit and legitimate purposes; 

(3) Personal data must be adequate, relevant and limited to what is necessary in relation to the 

purposes for which it is processed; 

(4) Personal data must be accurate and, where necessary, kept up to date; 

(5) Personal data must not be kept in a form which permits identification of data subjects for longer 

than is necessary for the purposes for which the data is processed; and 

(6) Personal data must be processed in a manner that ensures its security using appropriate 

technical and organisational measures to protect against unauthorised or unlawful processing 

and against accidental loss, destruction or damage. 

Further details on each of the above principles is set out overleaf. 
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Principle 1: Personal data must be processed lawfully, fairly and in a transparent manner 

The School only collect, process and share personal data fairly and lawfully and for specified 

purposes. The School must have a specified purpose for processing personal data and special 

category of data as set out in the GDPR.  

Before the processing starts for the first time, we will review the purposes of the particular processing 

activity and select the most appropriate lawful basis for that processing. We will then regularly review 

those purposes whilst processing continues in order to satisfy ourselves that the processing is 

necessary for the purpose of the relevant lawful basis (i.e. that there is no other reasonable way to 

achieve that purpose).  

Personal Data 

The School may only process a data subject’s personal data if one of the following fair processing 

conditions are met: - 

 The data subject has given their consent; 

 The processing is necessary for the performance of a contract with the data subject or for 

taking steps at their request to enter into a contract; 

 To protect the data subject’s vital interests; 

 To meet our legal compliance obligations (other than a contractual obligation); 

 To perform a task in the public interest or in order to carry out official functions as authorised 

by law; 

 For the purposes of the School’s legitimate interests where authorised in accordance with 

data protection legislation. This is provided that it would not prejudice the rights and freedoms 

or legitimate interests of the data subject. 

Special Category Data 

The School may only process special category data if they are entitled to process personal data 

(using one of the fair processing conditions above) AND one of the following conditions are met: - 

 The data subject has given their explicit consent; 

 The processing is necessary for the purposes of exercising or performing any right or obligation 

which is conferred or imposed on the School in the field of employment law, social security 

law or social protection law. This may include, but is not limited to, dealing with sickness 

absence, dealing with disability and making adjustments for the same, arranging private 

health care insurance and providing contractual sick pay; 

 To protect the data subject’s vital interests; 

 To meet our legal compliance obligations (other than a contractual obligation); 

 Where the data has been made public by the data subject; 

 To perform a task in the substantial public interest or in order to carry out official functions as 

authorised by law; 

 Where it is necessary for the purposes of preventive or occupational medicine, for the 

assessment of the working capacity of the employee, medical diagnosis, the provision of 

health or social care or treatment or the management of health or social care systems and 

services; 
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 Where it is necessary for reasons of public interest in the area of public health; 

 The processing in necessary for archiving, statistical or research purposes. 

The School identifies and documents the legal grounds being relied upon for each processing 

activity. 

Consent 

Where the School relies on consent as a fair condition for processing (as set out above), it will adhere 

to the requirements set out in the GDPR. 

Consent must be freely given, specific, informed and be an unambiguous indication of the data 

subject’s wishes by which they signify agreement to the processing of personal data relating to them. 

Explicit consent requires a very clear and specific statement to be relied upon (i.e. more than just 

mere action is required). 

A data subject will have consented to processing of their personal data if they indicate agreement 

clearly either by a statement or positive action to the processing. Consent requires affirmative action 

so silence, pre-ticked boxes or inactivity will not amount to valid consent. 

Data subjects must be easily able to withdraw consent to processing at any time and withdrawal 

must be promptly honoured.  

If explicit consent is required, the School will normally seek another legal basis to process that data. 

However, if explicit consent is required the data subject will be provided with full information in order 

to provide explicit consent. 

The School will keep records of consents obtained in order to demonstrate compliance with consent 

requirements under the GDPR. 

Principle 2: Personal data must be collected only for specified, explicit and legitimate purposes 

Personal data will not be processed in any matter that is incompatible with the legitimate purposes. 

The School will not use personal data for new, different or incompatible purposes from that disclosed 

when it was first obtained unless we have informed the data subject of the new purpose (and they 

have consented where necessary). 

Principle 3: Personal data must be adequate, relevant and limited to what is necessary in relation to 

the purposes for which it is processed 

The School will only process personal data when our obligations and duties require us to. We will not 

collect excessive data and ensure any personal data collected is adequate and relevant for the 

intended purposes. 

When personal data is no longer needed for specified purposes, the School shall delete or anonymise 

the data. Please refer to the School’s Data Retention Policy for further guidance. 

Principle 4: Personal data must be accurate and, where necessary, kept up to date 

The School will endeavour to correct or delete any inaccurate data being processed by checking 

the accuracy of the personal data at the point of collection and at regular intervals afterwards. We 

will take all reasonable steps to destroy or amend inaccurate or out of date personal data. 

Data subjects also have an obligation to ensure that their data is accurate, complete, up to date 

and relevant. Data subjects have the right to request rectification to incomplete or inaccurate data 

held by the School.  
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Principle 5: Personal data must not be kept in a form which permits identification of data subjects for 

longer than is necessary for the purposes for which the data is processed 

Legitimate purposes for which the data is being processed may include satisfying legal, accounting 

or reporting requirements. The School will ensure that they adhere to legal timeframes for retaining 

data. 

We will take reasonable steps to destroy or erase from our systems all personal data that we no longer 

require. We will also ensure that data subjects are informed of the period for which data is stored and 

how that period is determined in our privacy notices. 

Please refer to the School’s Retention Policy for further details about how the School retains and 

removes data. 

Principle 6: Personal data must be processed in a manner that ensures its security using appropriate 

technical and organisational measures to protect against unauthorised or unlawful processing and 

against accidental loss, destruction or damage 

In order to assure the protection of all data being processed, the School will develop, implement and 

maintain reasonable safeguard and security measures. This includes using measures such as: - 

 Encryption;  

 Pseudonymisation (this is where the School replaces information that directly or indirectly 

identifies an individual with one or more artificial identifiers or pseudonyms so that the person 

to whom the data relates cannot be identified without the use of additional information which 

is meant to be kept separately and secure); 

 Ensuring authorised access (i.e. that only people who have a need to know the personal data 

are authorised to access it); 

 Adhering to confidentiality principles; 

 Ensuring personal data is accurate and suitable for the process for which it is processed. 

The School follow procedures and technologies to ensure security and will regularly evaluate and 

test the effectiveness of those safeguards to ensure security in processing personal data.  

The School will only transfer personal data to third party service providers who agree to comply with 

the required policies and procedures and agree to put adequate measures in place. 

Full details on the School’s security measures are set out in the School’s Information Security Policy. 

Sharing Personal Data 

The School will generally not share personal data with third parties unless certain safeguards and 

contractual arrangements have been put in place. These include if the third party: - 

 Has a need to know the information for the purposes of providing the contracted services; 

 Sharing the personal data complies with the privacy notice that has been provided to the data 

subject and, if required, the data subject’s consent has been obtained; 

 The third party has agreed to comply with the required data security standards, policies and 

procedures and put adequate security measures in place; 

 The transfer complies with any applicable cross border transfer restrictions; and 

 A fully executed written contract that contains GDPR approved third party clauses has been 

obtained. 
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There may be circumstances where the School is required either by law or in the best interests of our 

pupils, parents or staff to pass information onto external authorities, for example, the local authority, 

Ofsted or the department of health. These authorities are up to date with data protection law and 

have their own policies relating to the protection of any data that they receive or collect. 

The intention to share data relating to individuals to an organisation outside of our School shall be 

clearly defined within written notifications and details and basis for sharing that data given.  

Transfer of Data Outside the European Economic Area (EEA) 

The GDPR restricts data transfers to countries outside the EEA in order to ensure that the level of data 

protection afforded to individuals by the GDPR is not undermined. 

The School will not transfer data to another country outside of the EEA without appropriate 

safeguards being in place and in compliance with the GDPR. All staff must comply with the School’s 

guidelines on transferring data outside of the EEA. For the avoidance of doubt, a transfer of data to 

another country can occur when you transmit, send, view or access that data in that particular 

country.  

SECTION 3 - DATA SUBJECT’S RIGHTS AND REQUESTS 

Personal data must be made available to data subjects as set out within this policy and data subjects 

must be allowed to exercise certain rights in relation to their personal data. 

The rights data subjects have in relation to how the School handle their personal data are set out 

below: - 

(a) (Where consent is relied upon as a condition of processing) To withdraw consent to processing 

at any time; 

(b) Receive certain information about the School’s processing activities; 

(c) Request access to their personal data that we hold; 

(d) Prevent our use of their personal data for marketing purposes; 

(e) Ask us to erase personal data if it is no longer necessary in relation to the purposes for which it 

was collected or processed or to rectify inaccurate data or to complete incomplete data; 

(f) Restrict processing in specific circumstances; 

(g) Challenge processing which has been justified on the basis of our legitimate interests or in the 

public interest; 

(h) Request a copy of an agreement under which personal data is transferred outside of the EEA; 

(i) Object to decisions based solely on automated processing; 

(j) Prevent processing that is likely to cause damage or distress to the data subject or anyone else; 

(k) Be notified of a personal data breach which is likely to result in high risk to their rights and 

freedoms; 

(l) Make a complaint to the supervisory authority; and 

(m) In limited circumstances, receive or ask for their personal data to be transferred to a third party 

in a structured, commonly used and machine-readable format. 

If any request is made to exercise the rights above, it is a requirement for the relevant staff member 

within the School to verify the identity of the individual making the request. 
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Subject Access Requests 

A Data Subject has the right to be informed by the School of the following: - 

(a) Confirmation that their data is being processed; 

(b) Access to their personal data; 

(c) A description of the information that is being processed; 

(d) The purpose for which the information is being processed; 

(e) The recipients/class of recipients to whom that information is or may be disclosed; 

(f) Details of the School’s sources of information obtained; 

(g) In relation to any Personal Data processed for the purposes of evaluating matters in relation to 

the Data Subject that has constituted or is likely to constitute the sole basis for any decision 

significantly affecting him or her, to be informed of the logic of the Data Controller’s decision 

making. Such data may include, but is not limited to, performance at work, creditworthiness, 

reliability and conduct. 

Other supplementary information: 

Any Data Subject who wishes to obtain the above information must notify the School in writing of his 

or her request. This is known as a Data Subject Access Request. 

The request should in the first instance be sent to the School Business Manager.  

Direct Marketing 

The School are subject to certain rules and privacy laws when marketing. For example, a data 

subject’s prior consent will be required for electronic direct marketing (for example, by email, text or 

automated calls).  

The School will explicitly offer individuals the opportunity to object to direct marketing and will do so 

in an intelligible format which is clear for the individual to understand. The School will promptly 

respond to any individual objection to direct marketing. 

Employee Obligations 

Employees may have access to the personal data of other members of staff, suppliers, parents or 

pupils of the School in the course of their employment or engagement. If so, the School expects those 

employees to help meet the School’s data protection obligations to those individuals. Specifically, 

you must: - 

 Only access the personal data that you have authority to access, and only for authorised 

purposes; 

 Only allow others to access personal data if they have appropriate authorisation; 

 Keep personal data secure (for example by complying with rules on access to school premises, 

computer access, password protection and secure file storage and destruction (please refer 

to the School’s Information Security Policy for further details about our security processes); 

 Not to remove personal data or devices containing personal data from the School premises 

unless appropriate security measures are in place (such as Pseudonymisation, encryption, 

password protection) to secure the information; 

 Not to store personal information on local drives. 
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SECTION 4 - ACCOUNTABILITY 

The School will ensure compliance with data protection principles by implementing appropriate 

technical and organisational measures. We are responsible for and demonstrate accountability with 

the GDPR principles.  

The School have taken the following steps to ensure and document GDPR compliance: - 

Data Protection Officer (DPO) 

Please find below details of the School’s Data Protection Officer: - 

Data Protection Officer: Craig Stilwell 

Address: Judicium Consulting Ltd, 72 Cannon Street, London, EC4N 6AE 

Email: dataservices@judicium.com 

Telephone: 0203 326 9174 

 

The DPO is responsible for overseeing this data protection policy and developing data-related 

policies and guidelines.  

Please contact the DPO with any questions about the operation of this Data Protection Policy or the 

GDPR or if you have any concerns that this policy is not being or has not been followed. In particular, 

you must always contact the DPO in the following circumstances: - 

(a) If you are unsure of the lawful basis being relied on by the School to process personal data; 

(b) If you need to rely on consent as a fair reason for processing (please see below the section on 

consent for further detail); 

(c) If you need to draft privacy notices or fair processing notices; 

(d) If you are unsure about the retention periods for the personal data being processed, but would 

refer you to the School’s data retention policy in the first instance; 

(e) If you are unsure about what security measures need to be put in place to protect personal 

data; 

(f) If there has been a personal data breach, but would refer you to the procedure set out in the 

Data Breach Policy; 

(g) If you are unsure on what basis to transfer personal data outside the EEA; 

(h) If you need any assistance dealing with any rights invoked by a data subject; 

(i) Whenever you are engaging in a significant new (or a change in) processing activity which is 

likely to require a data protection impact assessment or if you plan to use personal data for 

purposes other than what it was collected for; 

(j) If you plan to undertake any activities involving automated processing or automated decision 

making; 

(k) If you need help complying with applicable law when carrying out direct marketing activities; 

(l) If you need help with any contracts or other areas in relation to sharing personal data with third 

parties. 

Personal Data Breaches 

The GDPR requires the School to notify any applicable personal data breach to the Information 

Commissioner’s Office (ICO). 

mailto:dataservices@judicium.com
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We have put in place procedures to deal with any suspected personal data breach and will notify 

data subjects or any applicable regulator where we are legally required to do so. 

If you know or suspect that a personal data breach has occurred, do not attempt to investigate the 

matter yourself. Immediately contact the person designated as the key point of contact for personal 

data breaches who is the School Business Manager or the School’s DPO. 

Transparency and Privacy Notices 

The School will provide detailed, specific information to data subjects. This information will be 

provided through the School’s privacy notices which are concise, transparent, intelligible, easily 

accessible and in clear and plain language so that a data subject can easily understand them. 

Privacy notices sets out information for data subjects about how the School use their data and the 

School’s privacy notices are tailored to suit the data subject. 

Whenever we collect personal data directly from data subjects, including for human resources or 

employment purposes, we will provide the data subject with all the information required by the GDPR 

including the identity of the data protection officer, the School’s contact details, how and why we 

will use, process, disclose, protect and retain personal data.  

When personal data is collected indirectly (for example from a third party or publically available 

source), we will provide the data subject with the above information as soon as possible after 

receiving the data. The School will also confirm whether that third party has collected and processed 

data in accordance with the GDPR. 

Notifications shall be in accordance with ICO guidance and, where relevant, be written in a form 

understandable by those defined as “children” under the GDPR 

Privacy by Design 

The School adopt a privacy be design approach to data protection to ensure that we adhere to 

data compliance and to implement technical and organisational measures in an effective manner. 

Privacy by design is an approach that promotes privacy and data protection compliance from the 

start. To help us achieve this, the School takes into account the nature and purposes of the 

processing, any cost of implementation and any risks to rights and freedoms of data subjects when 

implementing data processes. 

Data Protection Impact Assessments (DPIAs) 

In order to achieve a privacy by design approach, the School conduct DPIAs for any new 

technologies or programmes being used by the School which could affect the processing of personal 

data. In any event the School carries out DPIAs when required by the GDPR in the following 

circumstances: - 

 For the use of new technologies (programs, systems or processes) or changing technologies; 

 For the use of automated processing; 

 For large scale processing of special category data; 

 For large scale, systematic monitoring of a publicly accessible area (through the use of CCTV). 

Our DPIAs contain: - 

 A description of the processing, its purposes and any legitimate interests used; 

 An assessment of the necessity and proportionality of the processing in relation to its purpose; 

 An assessment of the risk to individuals; and 

 The risk mitigation measures in place and demonstration of compliance. 
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Record Keeping 

The School are required to keep full and accurate records of our data processing activities. These 

records include: - 

 The name and contact details of the School; 

 The name and contact details of the Data Protection Officer; 

 Descriptions of the types of personal data used; 

 Description of the data subjects; 

 Details of the School’s processing activities and purposes; 

 Details of any third-party recipients of the personal data; 

 Where personal data is stored; 

 Retention periods; and 

 Security measures in place. 

Training 

The School will ensure all relevant personnel have undergone adequate training to enable them to 

comply with data privacy laws.  

Audit 

The School through its data protection officer regularly test our data systems and processes in order 

to assess compliance. These are done through data audits which take place annually in order to 

review use of personal data. 

Related Policies 

Staff should refer to the following policies that are related to this data protection policy: - 

 Data Retention policy; 

 Data Breach policy; 

 Information Security policy. 

These policies are also designed to protect personal data and can be found at: 

www.devonshirehill.com/policies   

SECTION 5 - AUTOMATED PROCESSING AND AUTOMATED DECISION MAKING 

Generally automated decision making is prohibited when a decision has a legal or similar significant 

effect on an individual unless: 

(a) The data subject has given explicit consent; 

(b) The processing is authorised by law; or  

(c) The processing is necessary for the performance of or entering into a contract. 

If certain types of sensitive data are being processed, then (b) or (c) above will not be allowed unless 

it is necessary for the substantial public interest (for example fraud prevention). 

If a decision is to be based solely on automated processing, then data subjects must be informed of 

their right to object. This right will be explicitly brought to their attention and presented clearly and 

http://www.devonshirehill.com/policies


 

13 
 

separately from other information. Further, suitable measures must be put in place to safeguard the 

data subject’s rights and freedoms and legitimate interests. 

The School will also inform the data subject of the logic involved in the decision making or profiling, 

the significance and envisaged consequences and give the data subject the right to request human 

intervention, express their point of view or challenge the decision. 

The School will carry out a data protection impact assessment before any automated processing or 

automated decision-making activities are undertaken. 

Monitoring 

 

We will monitor the effectiveness of this and all of our policies and procedures and conduct a full 

review and update as appropriate. 

 

Our monitoring and review will include looking at how our policies and procedures are working in 

practice to reduce the risks posed to the School. 

________________________________________________________________________________________________ 

 

DATA BREACH POLICY 

Introduction  

The General Data Protection Regulation (GDPR) aims to protect the rights of individuals about whom 

data is obtained, stored, processed or supplied and requires that organisations take appropriate 

security measures against unauthorised access, alteration, disclosure or destruction of personal data.  

The GDPR places obligations on staff to report actual or suspected data breaches and our 

procedure for dealing with breaches is set out below. All members of staff are required to familiarise 

themselves with its content and comply with the provisions contained in it. Training will be provided 

to all staff to enable them to carry out their obligations within this policy.  

Data Processors will be provided with a copy of this policy and will be required to notify the School 

of any data breach without undue delay after becoming aware of the data breach. Failure to do 

so may result in a breach to the terms of the processing agreement. 

Breach of this policy will be treated as a disciplinary offence which may result in disciplinary action 

under the School’s Disciplinary Policy and Procedure up to and including summary dismissal 

depending on the seriousness of the breach. 

This policy does not form part of any individual’s terms and conditions of employment with the School 

and is not intended to have contractual effect. Changes to data protection legislation will be 

monitored and further amendments may be required to this policy in order to remain compliant with 

legal obligations. 

 

DEFINITIONS 

 

Personal Data 

Personal data is any information relating to an individual where the individual can be identified 

(directly or indirectly) from that data alone or in combination with other identifiers we possess or can 

reasonably access. This includes special category data and pseudonymised personal data but 

excludes anonymous data or data that has had the identity of an individual permanently removed.  

Personal data can be factual (for examples a name, email address, location or date of birth) or an 

opinion about that person’s actions or behaviour. 
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Personal data will be stored either electronically or as part of a structured manual filing system in such 

a way that it can be retrieved automatically by reference to the individual or criteria relating to that 

individual. 

Special Category Data 

Previously termed “Sensitive Personal Data”, Special Category Data is similar by definition and refers 

to data concerning an individual’s racial or ethnic origin, political or religious beliefs, trade union 

membership, physical and mental health, sexuality, biometric or genetic data and personal data 

relating to criminal offences and convictions. 

 

Personal Data Breach 

A personal data breach is a breach of security leading to the accidental or unlawful destruction, 

loss, alteration, unauthorised disclosure of, or access to, personal data or special category data 

transmitted, stored or otherwise processed. 

 

 

Data Subject 

Person to whom the personal data relates. 

 

ICO 

ICO is the Information Commissioner’s Office, the UK’s independent regulator for data protection 

and information. 

 

RESPONSIBILITY 

 

The School Business Manager has overall responsibility for breach notification within the School. They 

are responsible for ensuring breach notification processes are adhered to by all staff and are the 

designated point of contact for personal data breaches. 

In the absence of the School Business Manager please do contact the Headteacher. 

The Data Protection Officer (DPO) is responsible for overseeing this policy and developing data-

related policies and guidelines.  

Please contact the DPO with any questions about the operation of this policy or the GDPR or if you 

have any concerns that this policy is not being or has not been followed. 

The DPO’s contact details are set out below: - 

 

Data Protection Officer: Craig Stilwell 

Address: Judicium Consulting Ltd, 72 Cannon Street, London, EC4N 6AE 

Email: dataservices@judicium.com 

Telephone: 0203 326 9174 

 

SECURITY AND DATA-RELATED POLICIES 

 

Staff should refer to the following policies that are related to this data protection policy: - 

Security Policy which sets out the School’s guidelines and processes on keeping personal data secure 

against loss and misuse. 

 

Data Protection Policy which sets out the School’s obligations under GDPR about how they process 

personal data. 

 

These policies are also designed to protect personal data and can be found at: 

www.devonshirehill.com/policies  

 

 

mailto:dataservices@judicium.com
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DATA BREACH PROCEDURE 

What Is A Personal Data Breach? 

 

A personal data breach is a breach of security leading to the accidental or unlawful destruction, 

loss, alteration, unauthorised disclosure of, or access to, personal data or special category data 

transmitted, stored or otherwise processed. 

 

Examples of a data breach could include the following (but are not exhaustive): - 

 

 Loss or theft of data or equipment on which data is stored, for example loss of a laptop or a 

paper file (this includes accidental loss); 

 Inappropriate access controls allowing unauthorised use; 

 Equipment failure; 

 Human error (for example sending an email or SMS to the wrong recipient); 

 Unforeseen circumstances such as a fire or flood; 

 Hacking, phishing and other “blagging” attacks where information is obtained by deceiving 

whoever holds it. 

 

When Does It Need To Be Reported? 

 

The School must notify the ICO of a data breach where it is likely to result in a risk to the rights and 

freedoms of individuals. This means that the breach needs to be more than just losing personal 

data and if unaddressed the breach is likely to have a significant detrimental effect on individuals.  

 

Examples of where the breach may have a significant effect includes: - 

 

 potential or actual discrimination; 

 potential or actual financial loss;  

 potential or actual loss of confidentiality;  

 risk to physical safety or reputation; 

 exposure to identity theft (for example through the release of non-public identifiers such as 

passport details); 

 the exposure of the private aspect of a person’s life becoming known by others. 

 

If the breach is likely to result in a high risk to the rights and freedoms of individuals then the 

individuals must also be notified directly. 

 

Reporting A Data Breach 

 

If you know or suspect a personal data breach has occurred or may occur which meets the criteria 

above, you should: - 

 

 Complete a data breach report form, which can be obtained from the School Business 

Manager 

 Email the completed form to sbm@devonshirehill.haringey.sch.uk  

 

Where appropriate, you should liaise with your line manager about completion of the data report 

form. Breach reporting is encouraged throughout the School and staff are expected to seek 

advice if they are unsure as to whether the breach should be reported and/or could result in a risk 

to the rights and freedom of individuals. They can seek advice from their line manager, the School 

Business Manager or the DPO. 

 

Once reported, you should not take any further action in relation to the breach. In particular you 

must not notify any affected individuals or regulators or investigate further. The School Business 

Manager will acknowledge receipt of the data breach report form and take appropriate steps to 

deal with the report in collaboration with the DPO. 

mailto:sbm@devonshirehill.haringey.sch.uk
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MANAGING AND RECORDING THE BREACH 

 

On being notified of a suspected personal data breach, the School Business Manager will notify the 

DPO. Collectively they will take immediate steps to establish whether a personal data breach has in 

fact occurred. If so, they will take steps to: - 

 

 Where possible, contain the data breach; 

 As far as possible, recover, rectify or delete the data that has been lost, damaged or 

disclosed; 

 Assess and record the breach in the School’s data breach register; 

 Notify the ICO; 

 Notify data subjects affected by the breach; 

 Notify other appropriate parties to the breach; 

 Take steps to prevent future breaches. 

 

Notifying the ICO 

 

The School Business Manager will notify the ICO when a personal data breach has occurred which 

is likely to result in a risk to the rights and freedoms of individuals. 

 

This will be done without undue delay and, where possible, within 72 hours of becoming aware of 

the breach. The 72 hours deadline is applicable regardless of school holidays (I.e. it is not 72 working 

hours). If the School are unsure of whether to report a breach, the assumption will be to report it. 

 

Where the notification is not made within 72 hours of becoming aware of the breach, written 

reasons will be recorded as to why there was a delay in referring the matter to the ICO. 

 

Notifying Data Subjects 

 

Where the data breach is likely to result in a high risk to the rights and freedoms of data subjects, 

the School Business Manager will notify the affected individuals without undue delay including the 

name and contact details of the DPO and ICO, the likely consequences of the data breach and 

the measures the School have (or intended) to take to address the breach. 

 

When determining whether it is necessary to notify individuals directly of the breach, the School 

Business Manager will co-operate with and seek guidance from the DPO, the ICO and any other 

relevant authorities (such as the police). 

 

If it would involve disproportionate effort to notify the data subjects directly (for example, by not 

having contact details of the affected individual) then the School will consider alternative means 

to make those affected aware (for example by making a statement on the School website). 

 

Notifying Other Authorities 

 

The School will need to consider whether other parties need to be notified of the breach. For 

example: - 

 

 Insurers;  

 Parents;  

 Third parties (for example when they are also affected by the breach); 

 Local authority; 

 The police (for example if the breach involved theft of equipment or data). 

 

This list is non-exhaustive. 
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ASSESSING THE BREACH 

 

Once initial reporting procedures have been carried out, the School will carry out all necessary 

investigations into the breach. 

 

The School will identify how the breach occurred and take immediate steps to stop or minimise 

further loss, destruction or unauthorised disclosure of personal data. We will identify ways to recover 

correct or delete data (for example notifying our insurers or the police if the breach involves stolen 

hardware or data). 

 

Having dealt with containing the breach, the School will consider the risks associated with the 

breach. These factors will help determine whether further steps need to be taken (for example 

notifying the ICO and/or data subjects as set out above). These factors include: - 

 

 What type of data is involved and how sensitive it is; 

 The volume of data affected; 

 Who is affected by the breach (i.e. the categories and number of people involved); 

 The likely consequences of the breach on affected data subjects following containment and 

whether further issues are likely to materialise; 

 Are there any protections in place to secure the data (for example, encryption, password 

protection, pseudonymisation); 

 What has happened to the data; 

 What could the data tell a third party about the data subject; 

 What are the likely consequences of the personal data breach on the school; and 

 Any other wider consequences which may be applicable. 

 

PREVENTING FUTURE BREACHES 

 

Once the data breach has been dealt with, the School will consider its security processes with the 

aim of preventing further breaches. In order to do this, we will: - 

 

 Establish what security measures were in place when the breach occurred; 

 Assess whether technical or organisational measures can be implemented to prevent the 

breach happening again; 

 Consider whether there is adequate staff awareness of security issues and look to fill any gaps 

through training or tailored advice; 

 Consider whether it is necessary to conduct a privacy or data protection impact assessment; 

 Consider whether further audits or data protection steps need to be taken; 

 To update the data breach register; 

 To debrief governors/management following the investigation. 

 

REPORTING DATA PROTECTION CONCERNS 

 

Prevention is always better than dealing with data protection as an after-thought. Data security 

concerns may arise at any time and we would encourage you to report any concerns (even if they 

don’t meet the criteria of a data breach) that you may have to the School Business Manager or 

the DPO. This can help capture risks as they emerge, protect the School from data breaches and 

keep our processes up to date and effective. 

 

MONITORING 

 

We will monitor the effectiveness of this and all of our policies and procedures and conduct a full 

review and update as appropriate. 

Our monitoring and review will include looking at how our policies and procedures are working in 

practice to reduce the risks posed to the School. 

________________________________________________________________________________________________ 
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DATA RETENTION POLICY 

INTRODUCTION 

The School has a responsibility to maintain its records and record keeping systems. When doing this, 

the School will take account of the following factors: - 

 The most efficient and effective way of storing records and information; 

 The confidential nature of the records and information stored; 

 The security of the record systems used; 

 Privacy and disclosure; and 

 Their accessibility. 

This policy does not form part of any employee's contract of employment and is not intended to 

have contractual effect. It does, however, reflect the School’s current practice, the requirements 

of current legislation and best practice and guidance. It may be amended by the School from 

time to time and any changes will be notified to employees within one month of the date on which 

the change is intended to take effect. The School may also vary any parts of this procedure, 

including any time limits, as appropriate in any case. 

DATA PROTECTION  

This policy sets out how long employment-related and pupil data will normally be held by us and 

when that information will be confidentially destroyed in compliance with the terms of the General 

Data Protection Regulation (GDPR) and the Freedom of Information Act 2000.  

Data will be stored and processed to allow for the efficient operation of the School. The School’s 

Data Protection Policy outlines its duties and obligations under the GDPR. 

RETENTION SCHEDULE 

Information (hard copy and electronic) will be retained for at least the periods specified in the 

retention schedule recommended in the IRMS Information Management Toolkit for Schools 

(Appendix A). When managing records, the School will adhere to the standard retention periods 

listed within that schedule.  

Paper records will be regularly monitored by the School Business Manager. 

Electronic records will be regularly monitored by the School Business Manager.  

The schedule is a relatively lengthy document listing the many types of records used by the school 

and the applicable retention periods for each record type. The retention periods are based on 

business needs and legal requirements. 

DESTRUCTION OF RECORDS 

Where records have been identified for destruction they should be disposed of in an appropriate 

way. All information must be reviewed before destruction to determine whether there are special 

factors that mean destruction should be delayed, such as potential litigation, complaints or 

grievances. 

All paper records containing personal information, or sensitive policy information should be 

shredded before disposal where possible. All other paper records should be disposed of by an 

appropriate waste paper merchant. All electronic information will be deleted. 

The School maintains a database of records which have been destroyed and who authorised their 

destruction. When destroying documents, the appropriate staff member should record in this list at 

least: - 
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 File/box reference (or another unique identifier); 

 File/box title/description/contents; 

 Number of files; and 

 Name of the authorising officer.  

ARCHIVING 

Where records have been identified as being worthy of preservation over the longer term, 

arrangements should be made to transfer the records to the archives. A database of the records 

sent to the archives is maintained by the School Business Manager. The appropriate staff member, 

when archiving documents should record in this list the following information: - 

 Archive box reference and/or title; 

 Description of; 

 Number of files; and 

 Name of the authorising officer.  

TRANSFERRING INFORMATION TO OTHER MEDIA 

Where lengthy retention periods have been allocated to records, members of staff may wish to 

consider converting paper records to other media such as digital media or virtual storage centres 

(such as cloud storage). The lifespan of the media and the ability to migrate data where necessary 

should always be considered. 

RESPONSIBILITY AND MONITORING 

The School Business Manager has primary and day-to-day responsibility for implementing this Policy. 

The Data Protection Officer, in conjunction with the School is responsible for monitoring its use and 

effectiveness and dealing with any queries on its interpretation. The data protection officer will 

consider the suitability and adequacy of this policy and report improvements directly to 

management.  

Internal control systems and procedures will be subject to regular audits to provide assurance that 

they are effective in creating, maintaining and removing records. Management at all levels are 

responsible for ensuring those reporting to them are made aware of and understand this Policy and 

are given adequate and regular training on it. 

________________________________________________________________________________________________ 

 

INFORMATION SECURITY POLICY 

The General Data Protection Regulation (GDPR) aims to protect the rights of individuals about whom 

data is obtained, stored, processed or supplied and requires that organisations take appropriate 

security measures against unauthorised access, alteration, disclosure or destruction of personal data.  

 

The School is dedicated to ensure the security of all information that it holds and implements the 

highest standards of information security in order to achieve this. This document sets out the measures 

taken by the school to achieve this, including to: - 

 

 Protect against potential breaches of confidentiality; 

 Ensure that all information assets and IT facilities are protected against damage, loss or misuse; 

 Support our Data Protection Policy in ensuring all staff are aware of and comply with UK law 

and our own procedures applying to the processing of data; and 
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 Increase awareness and understanding at the School of the requirements of information 

security and the responsibility to staff to protect the confidentiality and integrity of the 

information that they themselves handle.  

INTRODUCTION 

Information Security can be defined as the protection of information and information systems from 

unauthorised access, use, disclosure, disruption, modification or destruction.  

Staff are referred to the School’s Data Protection Policy and Data Breach Policy for further 

information. These policies are also designed to protect personal data and can be found at 

www.devonshirehill.com   

For the avoidance of doubt, the term ‘mobile devices’ used in this policy refers to any removable 

media or mobile device that can store data. This includes, but is not limited to, laptops, tablets, 

digital cameras, memory sticks and smartphones. 

SCOPE 

The information covered by this policy includes all written, spoken and electronic information held, 

used or transmitted by or on behalf of the School, in whatever media. This includes information held 

on computer systems, paper records, hand-held devices, and information transmitted orally.  

This policy applies to all members of staff, including temporary workers, other contractors, 

volunteers, interns, governors and any and all third parties authorised to use the IT systems. 

All members of staff are required to familiarise themselves with its content and comply with the 

provisions contained in it. Breach of this policy will be treated as a disciplinary offence which may 

result in disciplinary action under the School’s Disciplinary Policy and Procedure up to and including 

summary dismissal depending on the seriousness of the breach. 

This policy does not form part of any individual’s terms and conditions of employment with the 

School and is not intended to have contractual effect. Changes to data protection legislation will 

be monitored and further amendments may be required to this policy in order to remain compliant 

with legal obligations. 

GENERAL PRINCIPLES 

All data stored on our IT systems are to be classified appropriately (including, but not limited to, 

personal data, sensitive personal data and confidential information. Further details on the 

categories of data can be found in the School’s Data Protection Policy and Record of Processing 

Activities). All data so classified must be handled appropriately in accordance with its classification.  

Staff should discuss with the School Business Manager the appropriate security arrangements for the 

type of information they access in the course of their work.  

All data stored on our IT Systems and our paper records shall be available only to members of staff 

with legitimate need for access and shall be protected against unauthorised access and/or 

processing and against loss and/or corruption.  

All IT Systems are to be installed, maintained, serviced, repaired, and upgraded by the School’s 

technical support provider or by such third party/parties as the School Business Manager may 

authorise.  

The responsibility for the security and integrity of all IT Systems and the data stored thereon 

(including, but not limited to, the security, integrity, and confidentiality of that data) lies with the 

Headteacher unless expressly stated otherwise.  

All staff have an obligation to report actual and potential data protection compliance failures to 

the School Business Manager who shall investigate the breach. Any breach which is either known or 

http://www.devonshirehill.com/
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suspected to involve personal data or sensitive personal data shall be reported to the Data 

Protection Officer (full details of the officer can be found in our Data Protection Policy).  

PHYSICAL SECURITY AND PROCEDURES 

Paper records and documents containing personal information, sensitive personal information, and 

confidential information shall be positioned in a way to avoid them being viewed by people 

passing by as much as possible, e.g. through windows. At the end of the working day, or when you 

leave your desk unoccupied, all paper documents shall be securely locked away to avoid 

unauthorised access.  

Available locked cabinets, storage rooms and other storage systems with locks shall be used to 

store paper records when not in use.  

Paper documents containing confidential personal information should not be left on office and 

classroom desks, on staffroom tables, or pinned to noticeboards where there is general access 

unless there is legal reason to do so and/or relevant consents have been obtained. You should take 

particular care if documents have to be taken out of school. 

The physical security of buildings and storage systems shall be reviewed on a regular basis. If you 

find the security to be insufficient, you must inform the School Business Manager as soon as possible. 

Increased risks of vandalism and or burglary shall be taken into account when assessing the level of 

security required.  

[The School carry out regular checks of the buildings and storage systems to ensure they are 

maintained to a high standard.] 

[The School has an intercom system to minimise the risk of unauthorised people from entering the 

school premises.] 

[The School close the school gates during certain hours to prevent unauthorised access to the 

building. An alarm system is set nightly.] 

[CCTV Cameras are in use at the School and monitored by the Site Manager. 

Visitors should be required to sign in at the reception, accompanied at all times by a member of 

staff and never be left alone in areas where they could have access to confidential information.  

Responsibilities - School Business Manager 

The School Business Manager shall be responsible for monitoring the technical support service and 

ensuring the following: 

a) that all IT Systems are assessed and deemed suitable for compliance with the School’s security 

requirements; 

b) that IT Security standards within the School are effectively implemented and regularly 

reviewed, working in consultation with the School’s management, and reporting the outcome 

of such reviews to the School’s management;  

c) that all members of staff are kept aware of this policy and of all related legislation, regulations, 

and other relevant rules whether now or in the future in force, including, but not limited to, the 

GDPR and the Computer Misuse Act 1990.  

Furthermore, the School Business Manager shall be responsible for the following: 

a) assisting all members of staff in understanding and complying with this policy;  

b) providing all members of staff with appropriate support and training in IT Security matters and 

use of IT Systems; 

c) ensuring that all members of staff are granted levels of access to IT Systems that are 

appropriate for each member, taking into account their job role, responsibilities, and any 

special security requirements;  
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d) receiving and handling all reports relating to IT Security matters and taking appropriate action 

in response [including, in the event that any reports relate to personal data, informing the Data 

Protection Officer];  

e) taking proactive action, where possible, to establish and implement IT security procedures and 

raise awareness among members of staff; 

f) monitoring all IT security within the School and taking all necessary action to implement this 

policy and any changes made to this policy in the future; and 

g) ensuring that regular backups are taken of all data stored within the IT Systems at regular 

intervals and that such backups are stored at a suitable location offsite.  

Responsibilities - Members of staff 

All members of staff must comply with all relevant parts of this policy at all times when using the IT 

Systems.  

Computers and other electronic devices should be locked when not in use to minimise the 

accidental loss or disclosure.  

You must immediately inform the School Business Manager of any and all security concerns relating 

to the IT Systems which could or has led to a data breach as set out in the Data Breach Policy.  

Any other technical problems (including, but not limited to, hardware failures and software errors) 

which may occur on the IT Systems shall be reported immediately to technical support staff or via 

the technical support portal accessible on the School desktop.  

You are not entitled to install any software of your own. Any software belonging to you and 

authorised by the Headteacher for installation may only be installed where that installation poses 

no security risk to the IT Systems and where the installation would not breach any licence 

agreements to which that software may be subject.  

Prior to installation of any software onto the IT Systems, you must obtain written permission by the 

Headteacher. This permission must clearly state which software you may install, and onto which 

computer(s) or device(s) it may be installed.  

Prior to any usage of physical media (e.g. USB memory sticks or disks of any kind) for transferring 

files, you must make sure the physical media is virus-scanned.  

If you detect any virus this must be reported immediately to an IT technician (this rule shall apply 

even where the anti-virus software automatically fixes the problem).  

Access security 

All members of staff are responsible for the security of the equipment allocated to or used by them 

and must not allow it to be used by anyone other than in accordance with this policy. 

[The School has a secure firewall and anti-virus software in place. These prevent individuals from 

unauthorised access and to protect the School’s network. The School also teach individuals about 

e-safety to ensure everyone is aware of how to protect the School’s network and themselves.] 

All IT Systems (in particular mobile devices) shall be protected with a secure password or passcode, 

or such other form of secure log-in system as approved by the IT Department. Biometric log-in 

methods can only be used if approved by the IT Department.  

All passwords must, where the software, computer, or device allows: 

a) be at least 6 characters long including both numbers and letters; 

b) be changed on a regular basis and at least every 180 days; 

c) cannot be the same as the previous 10 passwords you have used; 

d) not be obvious or easily guessed (e.g. birthdays or other memorable dates, memorable 

names, events, or places etc.) 
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Passwords must be kept confidential and must not be made available to anyone else unless 

authorised by a member of the Senior Leadership Team who will liaise with the School Business 

Manager as appropriate and necessary. Any member of staff who discloses his or her password to 

another employee in the absence of express authorisation will be liable to disciplinary action under 

the School’s Disciplinary Policy and Procedure. Any member of staff who logs on to a computer 

using another member of staff’s password will be liable to disciplinary action up to and including 

summary dismissal for gross misconduct. 

If you forget your password you should notify an IT technician to have your access to the IT Systems 

restored. You must set up a new password immediately upon the restoration of access to the IT 

Systems.  

You should not write down passwords if it is possible to remember them. If necessary, you may write 

down passwords provided that you store them securely (e.g. in a locked drawer or in a secure 

password database). Passwords should never be left on display for others to see.  

Office computers and other electronic devices with displays and user input devices (e.g. mouse, 

keyboard, touchscreen etc.) shall be protected with a screen lock that will activate after a period 

of inactivity. You may not change this time period or disable the lock.  

Staff should be aware that if they fail to log off and leave their terminals unattended, they may be 

held responsible for another user’s activities on their terminal in breach of this policy, the School’s 

Data Protection Policy and/or the requirement for confidentiality in respect of certain information.   

All mobile devices provided by the School, shall be set to lock, sleep, or similar, after a period of 

inactivity, requiring a password, passcode, or other form of log-in to unlock, wake or similar. You 

may not alter this time period.  

Data security 

Personal data sent over the school network will be encrypted or otherwise secured. 

All members of staff are prohibited from downloading, installing or running software from external 

sources without obtaining prior authorisation from the School Business Manager who will consider 

bona fide requests for work purposes. Where consent is given all files and data should always be virus 

checked before they are downloaded onto the School’s systems. 

You may connect your own devices (including, but not limited to, laptops, tablets, and 

smartphones) to the School’s Wi-Fi provided that you follow the requirements of the Acceptable 

Use Agreement on the Online Safety Policy. All usage of your own device(s) whilst connected to 

the School’s network or any other part of the IT Systems is subject to all relevant School Policies 

(including, but not limited to, this policy). The Headteacher may at any time request the immediate 

disconnection of any such devices without notice. 

 

ELECTRONIC STORAGE OF DATA 

The School discourages the use of portable storage devices, in particular their use for the storage 

and transfer of personal data. All portable data, and in particular personal data, should be stored 

on encrypted drives using methods recommended by the School. 

All data stored electronically on physical media, and in particular personal data, should be stored 

securely in a locked box, drawer, cabinet, or similar.  

You should not store any personal data on any mobile device, whether such device belongs to the 

School or otherwise without prior written approval of the Headteacher. You should delete data 

copied onto any of these devices as soon as possible and make sure it is stored on the School’s 

computer network in order for it to be backed up.  
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All electronic data must be securely backed up by the end of the each working day. As the back-

up process is automated, the school’s technical support provider is responsible for ensuring this is 

functional.  

HOME WORKING 

You should not take confidential or other information home without prior permission of your line 

manager and only do so where satisfied appropriate technical and practical measures are in 

place within your home to maintain the continued security and confidentiality of that information.  

When you have been given permission to take confidential or other information home, you must 

ensure that: 

a) the information is kept in a secure and locked environment where it cannot be accessed by 

family members or visitors; and  

b) all confidential material that requires disposal is shredded or, in the case of electronic material, 

securely destroyed, as soon as any need for its retention has passed.  

COMMUNICATIONS, TRANSFER, INTERNET AND EMAIL USE 

When using the School’s IT Systems you are subject to and must comply with the School’s Online 

Safety Policy. 

The School work to ensure the systems do protect pupils and staff and are reviewed and improved 

regularly. 

If staff or pupils discover unsuitable sites or any material which may be unsuitable, this should be 

reported to a member of the Senior Leadership Team. 

Regular checks are made to ensure that filtering methods are appropriate, effective and 

reasonable and that users access only appropriate material as far as possible. This is not always 

possible to guarantee and the school cannot accept liability for the material accessed or its 

consequence. 

All personal information, and in particular sensitive personal information and confidential 

information should be encrypted before being sent by email, or sent by tracked DX (document 

exchange) or recorded delivery. You may not send such information by fax unless you can be sure 

that it will not be inappropriately intercepted at the recipient fax machine.  

Postal, DX, fax and email addresses and numbers should be checked and verified before you send 

information to them. In particular you should take extra care with email addresses where auto-

complete features may have inserted incorrect addresses.  

You should be careful about maintaining confidentiality when speaking in public places.  

You should make sure to mark confidential information ‘confidential’ and circulate this information 

only to those who need to know the information in the course of their work for the School.  

Personal or confidential information should not be removed from the School without prior 

permission from your line manager except where the removal is temporary and necessary. When 

such permission is given you must take all reasonable steps to ensure that the integrity of the 

information and the confidentiality are maintained. You must ensure that the information is: 

a) not transported in see-through or other un-secured bags or cases;  

b) not read in public places (e.g. waiting rooms, cafes, trains, etc.); and 

c) not left unattended or in any place where it is at risk (e.g. in car boots, cafes, etc.) 

REPORTING SECURITY BREACHES 

All concerns, questions, suspected breaches, or known breaches shall be referred immediately to 

the School Business Manager. All members of staff have an obligation to report actual or potential 

data protection compliance failures.  
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When receiving a question or notification of a breach, the School Business Manager shall 

immediately assess the issue, including but not limited to, the level of risk associated with the issue, 

and shall take all steps necessary to respond to the issue.  

Members of staff shall under no circumstances attempt to resolve an IT security breach on their 

own without first consulting the School Business Manager. Any attempt to resolve an IT security 

breach by a member of staff must be under the instruction of, and with the express permission of, 

the School Business Manager. 

Missing or stolen paper records or mobile devices, computers or physical media containing 

personal or confidential information should be reported immediately to the School Business 

Manager.   

All IT security breaches shall be fully documented.  

Full details on how to notify of data breaches are set out in the Data Breach Policy. 

RELATED POLICIES 

Staff should refer to the following policies that are related to this information security policy: - 

 Online Safety Policy; 

 Data Breach Policy; 

 Data Protection Policy. 

________________________________________________________________________________________________ 

 

FREEDOM OF INFORMATION POLICY 

INTRODUCTION  

The Freedom of Information Act 2000 gives individuals the right to access official information from 

public bodies. Under the Act, any person has a legal right to ask for access to information held by 

the school. They are entitled to be told whether the school holds the information, and to receive a 

copy, subject to certain exemptions. While the Act assumes openness, it recognises that certain 

information is sensitive. There are exemptions to protect this information. 

Public Authorities should be clear and proactive about the information they will make public. For this 

reason, the school adopts the ICO’s Publication Scheme (Appendix B) and Definition Document for 

Schools in England (Appendix C). 

This policy does not form part of any individual’s terms and conditions of employment with the School 

and is not intended to have contractual effect. 

This policy should be used in conjunction with the school’s Data Protection Policy.  

REQUESTS 

Requests under Freedom of Information should be made to the Headteacher. However, the request 

can be addressed to anyone in the School; so all staff need to be aware of the process for dealing 

with requests.  

Requests for information that are not data protection or environmental information requests will be 

covered by the Freedom of Information Act: - 

Data Protection enquiries (or subject access requests) are requests where the enquirer asks to see 

what personal information the school holds about the enquirer. If the enquiry is a Data Protection 

request, the School’s Data Protection Policy should be followed. 
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Environmental Information Regulations enquiries are those which relate to air, water, land, natural 

sites, built environment, flora and fauna, and health, and any decisions and activities affecting any 

of these. These could therefore include enquiries about recycling, phone masts, school playing fields, 

car parking etc. If the enquiry is about environmental information, follow the guidance on the 

Department for Environment, Food and Rural Affairs (DEFRA) website. 

Freedom of Information requests must be made in writing, (including email), and should include the 

enquirers name and correspondence address (email addresses are allowed), and state what 

information they require. There must be enough information in the request to be able to identify and 

locate the information. If this information is covered by one of the other pieces of legislation (as 

referred to above), they will be dealt with under the relevant policy/procedure related to that 

request.  

If the request is ambiguous and/or the School require further information in order to deal with your 

request, the School will request this further information directly from the individual making the request. 

Please note that the School do not have to deal with the request until the further information is 

received. Therefore, the time limit starts from the date that the School receives all information 

required in order to deal with the request. 

The requester does not have to mention the Act, nor do they have to say why they want the 

information. There is a duty to respond to all requests, telling the enquirer whether or not the 

information is held, and supplying any information that is held, except where exemptions apply. There 

is a time limit of 20 working days excluding school holidays for responding to the request. 

 

INFORMATION 

Provided all requirements are met for a valid request to be made, the School will provide the 

information that it holds (unless an exemption applies).  

“Holding” information means information relating to the business of the school: 

- That the school has created; or 

- That the school has received from another body or person; or 

- Held by another body on the school’s behalf. 

 

Information means both hard copy and digital information, including email. 

If the information is held by another public authority, such as the Local Authority, first check with them 

they hold it, then transfer the request to them. If this applies, the School will notify the enquirer that 

they do not hold the information and to whom they have transferred the request. The School will 

continue to answer any parts of the enquiry in respect of information it does hold. 

When the School does not hold the information, it has no duty to create or acquire it; just to answer 

the enquiry, although a reasonable search will be made before confirming whether the School has 

the information requested. 

If the information requested is already in the public domain, for instance through the Publication 

Scheme or on the School’s website, the School will direct the enquirer to the information and explain 

how to access it. 

The requester has the right to be told if the information requested is held by the School (subject to 

any of the exemptions). This obligation is known as the school’s “duty to confirm or deny” that it holds 

the information. However, the school does not have to confirm or deny if: - 

- The exemption is an absolute exemption; or 

- In the case of qualified exemptions, confirming or denying would itself disclose exempted 

information. 

 

VEXATIOUS REQUESTS 
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There is no obligation on the School to comply with vexatious requests. A vexatious request is one 

which is designed to cause inconvenience, harassment or expense rather than to obtain information, 

and would require a substantial diversion of resources or would otherwise undermine the work of the 

school. This however does not provide an excuse for bad records management. 

In addition, the School do not have to comply with repeated identical or substantially similar requests 

from the same applicant unless a “reasonable” interval has elapsed between requests. 

FEES 

The School may charge the requester a fee for providing the requested information. This will be 

dependent on whether the staffing costs in complying with the request exceeds the “threshold.” The 

threshold is currently £450 with staff costs calculated at a fixed rate of £25 per hour (therefore 18 

hours’ work is required before the threshold is reached).  

If a request would cost less than the threshold, then the school can only charge for the cost of 

informing the applicant whether the information is held, and communicating the information to the 

applicant (e.g. photocopying, printing and postage costs). 

When calculating costs/threshold, the School can take account of the staff costs/time in determining 

whether the information is held by the School, locating and retrieving the information, and extracting 

the information from other documents. The School will not take account of the costs involved with 

considering whether information is exempt under the Act. 

 

If a request would cost more than the appropriate limit, (£450) the school can turn the request down, 

answer and charge a fee or answer and waive the fee. 

If the School are going to charge, they will send the enquirer a fee notice. The School do not have 

to comply with the request until the fee has been paid. More details on fees can be found on the 

ICO website. 

If planning to turn down a request for cost reasons, or charge a high fee, you should contact the 

applicant in advance to discuss whether they would prefer the scope of the request to be modified 

so that, for example, it would cost less than the appropriate limit. 

Where two or more requests are made to the School by different people who appear to be acting 

together or as part of a campaign the estimated cost of complying with any of the requests may be 

taken to be the estimated total cost of complying with them all. 

TIME LIMITS 

Compliance with a request must be prompt and within the time limit of 20 working days (excluding 

school holidays). Failure to comply could result in a complaint by the requester to the Information 

Commissioner. The response time starts from the time the request is received.  

Where the School has asked the enquirer for more information to enable it to answer, the 20 working 

days start time begins when this further information has been received.  

If some information is exempt this will be detailed in the School’s response. 

If a qualified exemption applies and the School need more time to consider the public interest test, 

the School will reply in 20 working days stating that an exemption applies but include an estimate of 

the date by which a decision on the public interest test will be made. This should be within a 

“reasonable” time. 

Where the School has notified the enquirer that a charge is to be made, the time period stops until 

payment is received. 

THIRD PARTY DATA 
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Consultation of third parties may be required if their interests could be affected by release of the 

information requested, and any such consultation may influence the decision.  

Consultation will be necessary where: 

- Disclosure of information may affect the legal rights of a third party, such as the right to have 

certain information treated in confidence or rights under Article 8 of the European Convention 

on Human Rights; 

- The views of the third party may assist the School to determine if information is exempt from 

disclosure; or  

- The views of the third party may assist the School to determine the public interest test. 

Personal information requested by third parties is also exempt under this policy where release of that 

information would breach the Data Protection Act. If a request is made for a document (e.g. 

Governing Body minutes) which contains personal information whose release to a third party would 

breach the Data Protection Act, the document may be issued by blanking out the relevant personal 

information as set out in the redaction procedure. 

EXEMPTIONS 

The presumption of the Freedom of Information Act is that the School will disclose information unless 

the Act provides a specific reason to withhold it. The Act recognises the need to preserve 

confidentiality and protect sensitive material in certain circumstances.  

 

The School may refuse all/part of a request, if one of the following applies: - 

1) There is an exemption to disclosure within the act; 

2) The information sought is not held; 

3) The request is considered vexatious or repeated; or  

4) The cost of compliance exceeds the threshold. 

 

A series of exemptions are set out in the Act which allow the withholding of information in relation to 

an enquiry. Some are very specialised in their application (such as national security) and would not 

usually be relevant to schools.  

There are two general categories of exemptions: - 

1) Absolute: where there is no requirement to confirm or deny that the information is held, disclose 

the information or consider the public interest; and 

2) Qualified: where, even if an exemption applies, there is a duty to consider the public interest in 

disclosing information.  

ABSOLUTE EXEMPTIONS 

There are eight absolute exemptions set out in the Act. However, the following are the only absolute 

exemptions which will apply to the School: - 

- Information accessible to the enquirer by other means (for example by way of the School’s 

Publication Scheme); 

- National Security/Court Records; 

- Personal information (i.e. information which would be covered by the Data Protection Act); 

- Information provided in confidence. 

If an absolute exemption exists, it means that disclosure is not required by the Act. However, a 

decision could be taken to ignore the exemption and release the information taking into account all 

the facts of the case if it is felt necessary to do so.  

QUALITIFIED EXEMPTIONS 
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If one of the below exemptions apply (i.e. a qualified disclosure), there is also a duty to consider the 

public interest in confirming or denying that the information exists and in disclosing information.  

The qualified exemptions under the Act which would be applicable to the School are: - 

- Information requested is intended for future publication (and it is reasonable in all the 

circumstances for the requester to wait until such time that the information is actually 

published); 

- Reasons of National Security; 

- Government/International Relations; 

- Release of the information is likely to prejudice any actual or potential legal action or formal 

investigation involving the School;  

- Law enforcement (i.e. if disclosure would prejudice the prevention or detection of crime, the 

prosecution of offenders or the administration of justice); 

- Release of the information would prejudice the ability of the School to carry out an effective 

audit of its accounts, resources and functions; 

- For Health and Safety purposes;  

- Information requested is Environmental information; 

- Information requested is subject to Legal professional privilege; and 

- For “Commercial Interest” reasons. 

Where the potential exemption is a qualified exemption, the School will consider the public interest 

test to identify if the public interest in applying the exemption outweighs the public interest in 

disclosing it.  

 

In all cases, before writing to the enquirer, the person given responsibility by the School for dealing 

with the request will need to ensure that the case has been properly considered, and that the reasons 

for refusal, or public interest test refusal, are sound.  

REFUSAL 

If it is decided to refuse a request, the School will send a refusals notice, which must contain  

- The fact that the responsible person cannot provide the information asked for; 

- Which exemption(s) apply; 

- Why the exemption(s) apply to this enquiry (if it is not self-evident); 

- Reasons for refusal; and 

- The School’s complaints procedure. 

For monitoring purposes and in case of an appeal against a decision not to release the information 

or an investigation by the Information Commissioner, the responsible person must keep a record of 

all enquiries where all or part of the requested information is withheld and exemptions are claimed. 

The record must include the reasons for the decision to withhold the information. 

 

 

COMPLAINTS/APPEALS 

Any written (including email) expression of dissatisfaction should be handled through the School’s 

existing complaints procedure. Wherever practicable the review should be handled by someone not 

involved in the original decision.  

The Governing Body should set and publish a target time for determining complaints and information 

on the success rate in meeting the target. The school should maintain records of all complaints and 

their outcome. 
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If the outcome is that the School’s original decision or action is upheld, then the applicant can 

appeal to the Information Commissioner. The appeal can be made via their website or in writing to:  

Customer Contact 

Information Commissioner's Office 

Wycliffe House 

Water Lane 

Wilmslow 

SK9 5AF 

________________________________________________________________________________________________ 

 

PRIVACY NOTICE FOR PUPILS AND PARENTS 

The Devonshire Hill Nursery and Primary School is committed to protecting the privacy and security 

of personal information. This privacy notice describes how we collect and use personal information 

about pupils, in accordance with the General Data Protection Regulation (GDPR), section 537A of 

the Education Act 1996 and section 83 of the Children Act 1989.  

Who Collects This Information 

The Devonshire Hill Nursery and Primary School is a “data controller.” This means that we are 

responsible for deciding how we hold and use personal information about pupils.  

The Categories of Pupil Information That We Collect, Process, Hold and Share 

We may collect, store and use the following categories of personal information about you:  

 Personal information such as name, pupil number, date of birth, gender and contact 

information; 

 Emergency contact and family lifestyle information such as names, relationship, phone 

numbers and email addresses; 

 Characteristics (such as ethnicity, language, nationality, country of birth and free school meal 

eligibility); 

 Attendance details (such as sessions attended, number of absences and reasons for absence); 

 Performance and assessment information; 

 Behavioural information (including exclusions); 

 Special educational needs information; 

 Relevant medical information; 

 Special categories of personal data (including ethnicity, relevant medical information, special 

educational needs information); 

 Financial details (such as payments made and debts owed for services provided); 

 Revenue and benefits details and parental information such as name, date of birth and 

national insurance number; 

 Images of pupils engaging in school activities, and images captured by the School’s CCTV 

system; 

 Information about the use of our IT, communications and other systems, and other monitoring 

information; 

Collecting This Information 

Whilst the majority of information you provide to us is mandatory, some of it is provided to us on a 

voluntary basis. In order to comply with the General Data Protection Regulation, we will inform you 

whether you are required to provide certain pupil information to us or if you have a choice in this. 
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It is important that the personal information we hold about you is accurate and current. Please keep 

us informed if your personal information changes during your working relationship with us. 

How We Use Your Personal Information 

We hold pupil data and use it for: - 

 Pupil selection (and to confirm the identity of prospective pupils and their parents); 

 Providing education services and extra-curricular activities to pupils, and monitoring pupils' 

progress and educational needs; 

 Informing decisions such as the funding of schools; 

 Assessing performance and to set targets for schools;  

 Safeguarding pupils' welfare and providing appropriate pastoral (and where necessary 

medical) care; 

 Support teaching and learning; 

 Giving and receive information and references about past, current and prospective pupils, and 

to provide references to potential employers of past pupils; 

 Managing internal policy and procedure; 

 Enabling pupils to take part in assessments, to publish the results of examinations and to record 

pupil achievements;  

 To carry out statistical analysis for diversity purposes; 

 Legal and regulatory purposes (for example child protection, diversity monitoring and health 

and safety) and to comply with legal obligations and duties of care; 

 Enabling relevant authorities to monitor the school's performance and to intervene or assist with 

incidents as appropriate; 

 Enabling relevant authorities to check free school meals eligibility; 

 Monitoring use of the school's IT and communications systems in accordance with the school's IT 

security policy; 

 Making use of photographic images of pupils in school publications, on the school website and 

on social media channels; 

 Security purposes, including CCTV; and 

 Where otherwise reasonably necessary for the school's purposes, including to obtain appropriate 

professional advice and insurance for the school. 

 To provide support to pupils after they leave the school. 

The Lawful Basis on Which We Use This Information 

We will only use your information when the law allows us to. Most commonly, we will use your 

information in the following circumstances: - 

 Consent: the individual has given clear consent to process their personal data for a specific 

purpose; 

 Contract: the processing is necessary for a contract with the individual;  

 Legal obligation: the processing is necessary to comply with the law (not including contractual 

obligations);  

 Vital interests: the processing is necessary to protect someone’s life.  

 Public task: the processing is necessary to perform a task in the public interest or for official 

functions, and the task or function has a clear basis in law; and  

 The Education Act 1996: for Departmental Censuses 3 times a year. More information can be 

found at: https://www.gov.uk/education/data-collection-and-censuses-for-schools. 

We need all the categories of information in the list above primarily to allow us to comply with legal 

obligations. Please note that we may process information without knowledge or consent, where this 

is required or permitted by law. 

https://www.gov.uk/education/data-collection-and-censuses-for-schools
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Sharing Data  

We may need to share your data with third parties where it is necessary. There are strict controls on 

who can see your information. We will not share your data if you have advised us that you do not 

want it shared unless it’s the only way we can make sure you stay safe and healthy or we are legally 

required to do so.  

 We share pupil information with: - 

 the Department for Education (DfE) - on a statutory basis under section 3 of The Education 

(Information About Individual Pupils) (England) Regulations 2013; 

 Ofsted; 

 Other Schools that pupils have attended/will attend; 

 NHS; 

 Welfare services (such as social services); 

 Law enforcement officials such as police, HMRC; 

 Local Authority Designated Officer; 

 Professional advisors such as lawyers and consultants; 

 Support services (including insurance, IT support, information security); and 

 The Local Authority. 

Information will be provided to those agencies securely or anonymised where possible. 

The recipient of the information will be bound by confidentiality obligations, we require them to 

respect the security of your data and to treat it in accordance with the law. 

Why We Share This Information 

We do not share information about our pupils with anyone without consent unless otherwise required 

by law. 

For example, we share student’s data with the DfE on a statutory basis which underpins school 

funding and educational attainment. To find out more about the data collection requirements 

placed on us by the DfE please go to https://www.gov.uk/education/data-collection-and-censuses-

for-schools. 

Storing Pupil Data 

The School keep information about pupils on computer systems and sometimes on paper.  

Except as required by law, the School only retains information about pupils for as long as necessary 

in accordance with timeframes imposed by law and our internal policy.  

If you require further information about our retention periods, please let the School Business Manager 

know who can provide you with a copy of our policy. 

 

 

 

Automated Decision Making 

Automated decision-making takes place when an electronic system uses personal information to 

make a decision without human intervention. We are allowed to use automated decision making in 

limited circumstances. 

Pupils will not be subject to automated decision-making, unless we have a lawful basis for doing so 

and we have notified you. 
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Security 

We have put in place measures to protect the security of your information (i.e. against it being 

accidentally lost, used or accessed in an unauthorised way).  

The National Pupil Database 

The NPD is owned and managed by the Department for Education and contains information about 

pupils in schools in England. It provides invaluable evidence on educational performance to inform 

independent research, as well as studies commissioned by the Department. It is held in electronic 

format for statistical purposes. This information is securely collected from a range of sources including 

schools, local authorities and awarding bodies.  

We are required by law, to provide information about our pupils to the DfE as part of statutory data 

collections such as the school census and early years’ census. Some of this information is then stored 

in the NPD. The law that allows this is the Education (Information About Individual Pupils) (England) 

Regulations 2013. 

To find out more about the NPD, go to https://www.gov.uk/government/publications/national-pupil-

database-user-guide-and-supporting-information. 

The department may share information about our pupils from the NPD with third parties who promote 

the education or well-being of children in England by: 

 conducting research or analysis 

 producing statistics 

 providing information, advice or guidance 

The Department has robust processes in place to ensure the confidentiality of our data is maintained 

and there are stringent controls in place regarding access and use of the data. Decisions on whether 

DfE releases data to third parties are subject to a strict approval process and based on a detailed 

assessment of: 

 who is requesting the data 

 the purpose for which it is required 

 the level and sensitivity of data requested: and  

 the arrangements in place to store and handle the data  

To be granted access to pupil information, organisations must comply with strict terms and conditions 

covering the confidentiality and handling of the data, security arrangements and retention and use 

of the data. 

For more information about the department’s data sharing process, please visit: 

https://www.gov.uk/data-protection-how-we-collect-and-share-research-data  

For information about which organisations the department has provided pupil information, (and for 

which project), please visit the following website: 

https://www.gov.uk/government/publications/national-pupil-database-requests-received  

To contact DfE: https://www.gov.uk/contact-dfe  

Requesting Access to Your Personal Data 

Under data protection legislation, parents and pupils have the right to request access to information 

about them that we hold. To make a request for your personal information, or be given access to 

your child’s education record, contact the School Business Manager. 

You also have the right to: - 

 Object to processing of personal data that is likely to cause, or is causing, damage or distress; 

https://www.gov.uk/government/publications/national-pupil-database-user-guide-and-supporting-information
https://www.gov.uk/government/publications/national-pupil-database-user-guide-and-supporting-information
https://www.gov.uk/data-protection-how-we-collect-and-share-research-data
https://www.gov.uk/government/publications/national-pupil-database-requests-received
https://www.gov.uk/contact-dfe
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 Prevent processing for the purposes of direct marketing; 

 Object to decisions being taken by automated means;  

 In certain circumstances, have inaccurate personal data rectified, blocked, erased or 

destroyed; and 

 Claim compensation for damages caused by a breach of the data protection regulations. 

If you want to exercise any of the above rights, please contact the School Business Manager in 

writing.  

We may need to request specific information from you to help us confirm your identity and ensure 

your right to access the information (or to exercise any of your other rights). This is another appropriate 

security measure to ensure that personal information is not disclosed to any person who has no right 

to receive it. 

Right to Withdraw Consent 

In circumstances where you may have provided your consent to the collection, processing and 

transfer of your personal information for a specific purpose, you have the right to withdraw your 

consent for that specific processing at any time. To withdraw your consent, please contact the 

School Business Manager. Once we have received notification that you have withdrawn your 

consent, we will no longer process your information for the purpose or purposes you originally agreed 

to, unless we have another legitimate basis for doing so in law. 

Contact 

If you would like to discuss anything within this privacy notice or have a concern about the way we 

are collecting or using your personal data, we request that you raise your concern with the School 

Business Manager in the first instance.  

We have appointed a data protection officer (DPO) to oversee compliance with data protection 

and this privacy notice. If you have any questions about how we handle your personal information 

which cannot be resolve by the School Business Manager, then you can contact the DPO on the 

details below: - 

Name: Craig Stilwell 

Address: Judicium Consulting Ltd, 72 Cannon Street, London, EC4N 6AE 

Email: dataservices@judicium.com 

You have the right to make a complaint at any time to the Information Commissioner’s Office, the 

UK supervisory authority for data protection issues at https://ico.org.uk/concerns. 

Changes to This Privacy Notice 

We reserve the right to update this privacy notice at any time, and we will provide you with a new 

privacy notice when we make any substantial updates. We may also notify you in other ways from 

time to time about the processing of your personal information. 

________________________________________________________________________________________________ 

PRIVACY NOTICE FOR STAFF 

The Devonshire Hill Nursery & Primary School is committed to protecting the privacy and security of 

your personal information. This privacy notice describes how we collect and use personal information 

about you during and after your work relationship with us, in accordance with the General Data 

Protection Regulation (GDPR).  

It applies to all current and former employees, workers and contractors. 

mailto:dataservices@judicium.com
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Who Collects This Information 

The Devonshire Hill Nursery & Primary School is a “data controller.” This means that we are 

responsible for deciding how we hold and use personal information about you.  

We are required under data protection legislation to notify you of the information contained in this 

privacy notice. This notice does not form part of any contract of employment or other contract to 

provide services and we may update this notice at any time. 

It is important that you read this notice, together with any other privacy notice we may provide on 

specific occasions when we are collecting or processing personal information about you, so that 

you are aware of how and why we are using such information. 

Data Protection Principles 

We will comply with the data protection principles when gathering and using personal information, 

as set out in our data protection policy. 

The Categories of Information That We Collect, Process, Hold and Share 

We may collect, store and use the following categories of personal information about you: - 

 Personal information and contact details such as name, title, addresses, date of birth, marital 

status, phone numbers and personal email addresses; 

 Emergency contact information such as names, relationship, phone numbers and email 

addresses; 

 Information collected during the recruitment process that we retain during your employment 

including references, proof of right to work in the UK, application form, CV, qualifications; 

 Employment contract information such as start dates, hours worked, post, roles; 

 Education and training details; 

 Details of salary and benefits including payment details, payroll records, tax status information, 

national insurance number, pension and benefits information; 

 Details of any dependants; 

 Your nationality and immigration status and information from related documents, such as your 

passport or other identification and immigration information; 

 Information in your sickness and absence records such as number of absences and reasons 

(including sensitive personal information regarding your physical and/or mental health); 

 Your racial or ethnic origin, sex and sexual orientation, religious or similar beliefs; 

 Criminal records information as required by law to enable you to work with children; 

 Your trade union membership; 

 Information on grievances raised by or involving you; 

 Information on conduct and/or other disciplinary issues involving you; 

 Details of your appraisals, performance reviews and capability issues; 

 Details of your time and attendance records; 

 Information about the use of our IT, communications and other systems, and other monitoring 

information; 

 Details of your use of business-related social media; 

 Images of staff captured by the School’s CCTV system; 

 Your use of public social media (only in very limited circumstances, to check specific risks for 

specific functions within the School, you will be notified separately if this is to occur); and 

 Details in references about you that we give to others. 

How We Collect This Information 

 We may collect this information from you, your personnel records, the Home Office, pension 

administrators, your doctors, from medical and occupational health professionals we engage, 

the DBS, your trade union, other employees, other professionals we may engage (e.g. to advise 



 

36 
 

us generally), automated monitoring of our websites and other technical systems such as our 

computer networks and connections, CCTV and access control systems, remote access 

systems, email and instant messaging systems, intranet and internet facilities. 

How We Use Your Information 

We will only use your personal information when the law allows us to. Most commonly, we will use 

your information in the following circumstances: - 

 Where we need to perform the contract we have entered into with you; 

 Where we need to comply with a legal obligation (such as health and safety legislation, under 

statutory codes of practice and employment protection legislation); 

 Where it is needed in the public interest or for official purposes; 

 Where it is necessary for our legitimate interests (or those of a third party) and your interests, 

rights and freedoms do not overrise those interests. 

We need all the categories of information in the list above primarily to allow us to perform our 

contract with you and to enable us to comply with legal obligations. Please note that we may 

process your information without your knowledge or consent, where this is required or permitted by 

law. 

The situations in which we will process your personal information are listed below: - 

 To determine recruitment and selection decisions on prospective employees; 

 In order to carry out effective performance of the employee’s contract of employment and to 

maintain employment records; 

 To comply with regulatory requirements and good employment practice; 

 To carry out vetting and screening of applicants and current staff in accordance with 

regulatory and legislative requirements; 

 Enable the development of a comprehensive picture of the workforce and how it is deployed 

and managed; 

 To enable management and planning of the workforce, including accounting and auditing; 

 Personnel management including retention, sickness and attendance; 

 Performance reviews, managing performance and determining performance requirements; 

 In order to manage internal policy and procedure; 

 Human resources administration including pensions, payroll and benefits; 

 To determine qualifications for a particular job or task, including decisions about promotions; 

 Evidence for possible disciplinary or grievance processes; 

 Complying with legal obligations; 

 To monitor and manage staff access to our systems and facilities in order to protect our 

networks, the personal data of our employees and for the purposes of safeguarding; 

 To monitor and protect the security of our network and information, including preventing 

unauthorised access to our computer network and communications systems and preventing 

malicious software distribution; 

 Education, training and development activities; 

 To monitor compliance with equal opportunities legislation; 

 To answer questions from insurers in respect of any insurance policies which relate to you; 

 Determinations about continued employment or engagement; 

 Arrangements for the termination of the working relationship; 

 Dealing with post-termination arrangements; 

 Health and safety obligations;  

 Prevention and detection of fraud or other criminal offences; and 

 To defend the School in respect of any investigation or court proceedings and to comply with 

any court or tribunal order for disclosure. 
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Some of the above grounds for processing will overlap and there may be several grounds which 

justify our use of your personal information. 

If you fail to provide certain information when requested, we may not be able to perform the 

contract we have entered into with you (such as paying you or providing a benefit), or we may be 

prevented from complying with our legal obligations (such as to ensure the health and safety of our 

workers). 

We will only use your personal information for the purposes for which we collected it, unless we 

reasonably consider that we need to use it for another reason and that reason is compatible with 

the original purpose. If we need to use your personal information for an unrelated purpose, we will 

notify you and we will explain the legal basis which allows us to do so. 

How We Use Particularly Sensitive Information 

Sensitive personal information (as defined under the GDPR as “special category data”) require 

higher levels of protection and further justification for collecting, storing and using this type of 

personal information. We may process this data in the following circumstances: - 

 In limited circumstances, with your explicit written consent; 

 Where we need to carry out our legal obligations in line with our data protection policy; 

 Where it is needed in the public interest, such as for equal opportunities monitoring (or in 

relation to our pension scheme); 

 Where it is needed to assess your working capacity on health grounds, subject to appropriate 

confidentiality safeguards. Less commonly, we may process this type of information where it is 

needed in relation to legal claims or where it is necessary to protect your interests (or someone 

else’s interests) and you are not capable of giving your consent. 

 We will use this information in the following ways: - 

 Collecting information relating to leave of absence, which may include sickness absence or 

family related leave; 

 To comply with employment and other laws; 

 Collecting information about your physical or mental health, or disability status, to ensure your 

health and welfare in the workplace and to assess your fitness to work, to provide appropriate 

workplace adjustments, to manage sickness absence and to administer benefits; 

 Collecting information about your race or national or ethnic origin, religious, philosophical or 

moral beliefs, or sexual life or sexual orientation, to ensure meaningful equal opportunity 

monitoring and reporting. 

 To record trade union membership information to pay trade union premiums and to comply 

with employment law obligations. 

 

Criminal Convictions 

We may only use information relating to criminal convictions where the law allows us to do so. This 

will usually be where it is necessary to carry out our legal obligations. We will only collect information 

about criminal convictions if it is appropriate given the nature of the role and where we are legally 

able to do so. 

Where appropriate we will collect information about criminal convictions as part of the recruitment 

process or we may be notified of such information directly by you in the course of working for us. 

Automated Decision Making 

Automated decision-making takes place when an electronic system uses personal information to 

make a decision without human intervention. We are allowed to use automated decision making 

in the following circumstances: - 
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 Where we have notified you of the decision and given you 21 days to request a 

reconsideration; 

 Where it is necessary to perform the contract with you and appropriate measures are put in 

place to safeguard your rights; or 

 In limited circumstances, with your explicit written consent and where appropriate measures 

are in place to safeguard your rights. 

You will not be subject to decisions that will have a significant impact on you based solely on 

automated decision-making, unless we have a lawful basis for doing so and we have notified you. 

Sharing Data  

We may need to share your data with third parties, including third party service providers where 

required by law, where it is necessary to administer the working relationship with you or where we 

have another legitimate interest in doing so. These include the following: - 

 the Department for Education (DfE); 

 Ofsted; 

 Prospective Employers; 

 Welfare services (such as social services); 

 Law enforcement officials such as police, HMRC; 

 LADO; 

 Training providers; 

 Professional advisors such as lawyers and consultants; 

 Support services (including HR support, insurance, IT support, information security, pensions and 

payroll); 

 The Local Authority; 

 Occupational Health; 

 DBS; and 

 Recruitment and supply agencies. 

Information will be provided to those agencies securely or anonymised where possible. 

The recipient of the information will be bound by confidentiality obligations, we require them to 

respect the security of your data and to treat it in accordance with the law. 

We may transfer your personal information outside the EU. If we do, you can expect a similar 

degree of protection in respect of your personal information. 

 

Retention Periods 

Except as otherwise permitted or required by applicable law or regulation, the School only retains 

personal data for as long as necessary to fulfil the purposes they collected it for, as required to 

satisfy any legal, accounting or reporting obligations, or as necessary to resolve disputes. 

To determine the appropriate retention period for personal data, the School considers the amount, 

nature, and sensitivity of personal data, the potential risk of harm from unauthorised use or 

disclosure of personal data, the purposes for processing the personal data, whether we can fulfil 

the purposes of processing by other means and any applicable legal requirements.  

Once you are no longer an employee, worker or contractor of the company we will retain and 

securely destroy your personal information in accordance with our data retention policy. 

The School typically retains personal data for 6 years subject to any exceptional circumstances or 

to comply with laws or regulations that require a specific retention period. 
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Security 

We have put in place measures to protect the security of your information (i.e. against it being 

accidentally lost, used or accessed in an unauthorised way). In addition, we limit access to your 

personal information to those employees, agents, contractors and other third parties who have a 

business need to know. Details of these measures are available in the Information Security Policy. 

Third parties will only process your personal information on our instructions and where they have 

agreed to treat information confidentially and to keep it secure. 

We have put in place procedures to deal with any suspected data security breach and will notify 

you and any applicable regulator of a suspected breach where we are legally required to do so. 

Your Rights of Access, Correction, Erasure and Restriction 

It is important that the personal information we hold about you is accurate and current. Please 

keep us informed if your personal information changes during your working relationship with us. 

Under certain circumstances by law you have the right to: - 

 Access your personal information (commonly known as a “subject access request”). This allows 

you to receive a copy of the personal information we hold about you and to check we are 

lawfully processing it. You will not have to pay a fee to access your personal information. 

However, we may charge a reasonable fee if your request for access is clearly unfounded or 

excessive. Alternatively, we may refuse to comply with the request in such circumstances. 

 Correction of the personal information we hold about you. This enables you to have any 

inaccurate information we hold about you corrected. 

 Erasure of your personal information. You can ask us to delete or remove personal data if there 

is no good reason for us continuing to process it. 

 Restriction of processing your personal information. You can ask us to suspend processing 

personal information about you in certain circumstances, for example, if you want us to 

establish its accuracy before processing it. 

 To object to processing in certain circumstances (for example for direct marketing purposes). 

 To transfer your personal information to another party. 

If you want to exercise any of the above rights, please contact the School Business Manager in 

writing.  

We may need to request specific information from you to help us confirm your identity and ensure 

your right to access the information (or to exercise any of your other rights). This is another 

appropriate security measure to ensure that personal information is not disclosed to any person 

who has no right to receive it. 

Right to Withdraw Consent 

In the limited circumstances where you may have provided your consent to the collection, 

processing and transfer of your personal information for a specific purpose, you have the right to 

withdraw your consent for that specific processing at any time. To withdraw your consent, please 

contact the School Business Manager. Once we have received notification that you have 

withdrawn your consent, we will no longer process your information for the purpose or purposes you 

originally agreed to, unless we have another legitimate basis for doing so in law. 

How to Raise a Concern 

We hope that the School Business Manager can resolve any query you raise about our use of your 

information in the first instance. 
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We have appointed a data protection officer (DPO) to oversee compliance with data protection 

and this privacy notice. If you have any questions about how we handle your personal information 

which cannot be resolve by the School Business Manager, then you can contact the DPO by 

emailing: dataservices@judicium.com 

You have the right to make a complaint at any time to the Information Commissioner’s Office, the 

UK supervisory authority for data protection issues. 

Changes to This Privacy Notice 

We reserve the right to update this privacy notice at any time, and we will provide you with a new 

privacy notice when we make any substantial updates. We may also notify you in other ways from 

time to time about the processing of your personal information. 

________________________________________________________________________________________________ 

 

PRIVACY NOTICE FOR JOB APPLICANTS 

The Devonshire Hill Nursery and Primary School is committed to protecting the privacy and security 

of your personal information. This privacy notice describes how we collect and use personal 

information about you during and after your work relationship with us, in accordance with the 

General Data Protection Regulation (GDPR).  

Successful candidates should refer to our privacy notice for staff for information about how their 

personal data is stored and collected. 

Who Collects This Information? 

The Devonshire Hill Nursery and Primary School is a “data controller.” This means that we are 

responsible for deciding how we hold and use personal information about you.  

We are required under data protection legislation to notify you of the information contained in this 

privacy notice. This notice does not form part of any contract of employment or other contract to 

provide services and we may update this notice at any time. 

It is important that you read this notice, together with any other privacy notice we may provide on 

specific occasions when we are collecting or processing personal information about you, so that 

you are aware of how and why we are using such information. 

Data Protection Principles 

We will comply with the data protection principles when gathering and using personal information, 

as set out in our data protection policy. 

The Categories of Information That We Collect, Process, Hold and Share 

We may collect, store and use the following categories of personal information about you up to the 

shortlisting stage of the recruitment process: - 

 Personal information and contact details such as name, title, addresses, date of birth, marital 

status, phone numbers and personal email addresses; 

 Emergency contact information such as names, relationship, phone numbers and email 

addresses; 

 Information collected during the recruitment process that we retain during your employment 

including proof of right to work in the UK, information entered on the application form, CV, 

qualifications; 

 Details of your employment history including job titles, salary and working hours; 

mailto:dataservices@judicium.com
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 Your racial or ethnic origin, sex and sexual orientation, religious or similar beliefs; 

 Information regarding your criminal record as required by law to enable you to work with 

children; 

 Details of your referees and references. 

We may also collect information after the shortlisting and interview stage in order to make a final 

decision on where to recruit, including criminal record information, references, information 

regarding qualifications. We may also ask about details of any conduct, grievance or performance 

issues, appraisals, time and attendance from references provided by you. 

How We Collect This Information 

 We may collect this information from you, your referees, your education provider, relevant 

professional bodies the Home Office and from the DBS.  

How We Use Your Information 

We will only use your personal information when the law allows us to. Most commonly, we will use 

your information in the following circumstances: - 

 Where we need to take steps to enter into a contract with you; 

 Where we need to comply with a legal obligation (such as health and safety legislation, 

under statutory codes of practice and employment protection legislation); 

 Where it is needed in the public interest or for official purposes; 

 Where it is necessary for our legitimate interests (or those of a third party) and your interests, 

rights and freedoms do not overrise those interests. 

Generally, the purpose of us collecting your data is to enable us to facilitate safe recruitment and 

determine suitability for the role. We also collect data in order to carry out equal opportunities 

monitoring and to ensure appropriate access arrangements are put in place if required. 

If you fail to provide certain information when requested, we may not be able to take the steps to 

enter into a contract with you (for example if incorrect references are provided), or we may be 

prevented from complying with our legal obligations (such as to determine suitability to work with 

children). 

We will only use your personal information for the purposes for which we collected it, unless we 

reasonably consider that we need to use it for another reason and that reason is compatible with 

the original purpose. If we need to use your personal information for an unrelated purpose, we will 

notify you and we will explain the legal basis which allows us to do so. 

How We Use Particularly Sensitive Information 

Sensitive personal information (as defined under the GDPR as “special category data”) require 

higher levels of protection and further justification for collecting, storing and using this type of 

personal information. We may process this data in the following circumstances: - 

 In limited circumstances, with your explicit written consent; 

 Where we need to carry out our legal obligations in line with our data protection policy; 

 Where it is needed in the public interest, such as for equal opportunities monitoring; 

 Where it is needed to assess your working capacity on health grounds, subject to appropriate 

confidentiality safeguards. Less commonly, we may process this type of information where it is 

needed in relation to legal claims or where it is necessary to protect your interests (or 

someone else’s interests) and you are not capable of giving your consent. 

Criminal Convictions 
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We may only use information relating to criminal convictions where the law allows us to do so. This 

will usually be where it is necessary to carry out our legal obligations. We will only collect information 

about criminal convictions if it is appropriate given the nature of the role and where we are legally 

able to do so. 

Where appropriate we will collect information about criminal convictions as part of the recruitment 

process or we may be notified of such information directly by you in the course of working for us. 

Sharing Data  

We may need to share your data with third parties, including third party service providers where 

required by law, where it is necessary to administer the working relationship with you or where we 

have another legitimate interest in doing so.  

These include the following: - 

 Academic or regulatory bodies to validate qualifications/experience (for example the 

teaching agency); 

 Referees; 

 Our local authority in order to meet our legal obligations for sharing data with it; 

 Other schools; 

 DBS; and 

 Recruitment and supply agencies. 

We may also need to share some of the above categories of personal information with other 

parties, such as HR consultants and professional advisers. Usually information will be anonymised but 

this may not always be possible. The recipients of the information will be bound by confidentiality 

obligations. We may also be required to share some personal information with our regulators or as 

required to comply with the law. 

Retention Periods 

Except as otherwise permitted or required by applicable law or regulation, the School only retains 

personal data for as long as necessary to fulfil the purposes they collected it for, as required to 

satisfy any legal, accounting or reporting obligations, or as necessary to resolve disputes. 

How long we keep your information will depend on whether your application is successful and you 

become employed by us, the nature of the information concerned and the purposes for which it is 

processed. Full details on how long we keep personal data for is set out in our data retention policy. 

 

Security 

We have put in place measures to protect the security of your information (i.e. against it being 

accidentally lost, used or accessed in an unauthorised way). In addition, we limit access to your 

personal information to those employees, agents, contractors and other third parties who have a 

business need to know. Details of these measures are available in the school’s Information Security 

Policy. 

Third parties will only process your personal information on our instructions and where they have 

agreed to treat information confidentially and to keep it secure. 

We have put in place procedures to deal with any suspected data security breach and will notify 

you and any applicable regulator of a suspected breach where we are legally required to do so. 

Your Rights of Access, Correction, Erasure and Restriction 

It is important that the personal information we hold about you is accurate and current. Please 

keep us informed if your personal information changes during your working relationship with us. 
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Under certain circumstances by law you have the right to: - 

 Access your personal information (commonly known as a “subject access request”). This 

allows you to receive a copy of the personal information we hold about you and to check 

we are lawfully processing it. You will not have to pay a fee to access your personal 

information. However, we may charge a reasonable fee if your request for access is clearly 

unfounded or excessive. Alternatively, we may refuse to comply with the request in such 

circumstances. 

 Correction of the personal information we hold about you. This enables you to have any 

inaccurate information we hold about you corrected. 

 Erasure of your personal information. You can ask us to delete or remove personal data if 

there is no good reason for us continuing to process it. 

 Restriction of processing your personal information. You can ask us to suspend processing 

personal information about you in certain circumstances, for example, if you want us to 

establish its accuracy before processing it. 

 To object to processing in certain circumstances (for example for direct marketing purposes). 

 To transfer your personal information to another party. 

If you want to exercise any of the above rights, please contact the School Business Manager (SBM) 

in writing.  

We may need to request specific information from you to help us confirm your identity and ensure 

your right to access the information (or to exercise any of your other rights). This is another 

appropriate security measure to ensure that personal information is not disclosed to any person 

who has no right to receive it. 

Right to Withdraw Consent 

In the limited circumstances where you may have provided your consent to the collection, 

processing and transfer of your personal information for a specific purpose, you have the right to 

withdraw your consent for that specific processing at any time. To withdraw your consent, please 

contact the SBM. Once we have received notification that you have withdrawn your consent, we 

will no longer process your information for the purpose or purposes you originally agreed to, unless 

we have another legitimate basis for doing so in law. 

How To Raise A Concern 

We hope that the SBM can resolve any query you raise about our use of your information in the first 

instance. 

We have appointed a data protection officer (DPO) to oversee compliance with data protection 

and this privacy notice. If you have any questions about how we handle your personal information 

which cannot be resolve by the SBM, then you can contact the DPO by 

emailing:dataservices@judicium.com 

You have the right to make a complaint at any time to the Information Commissioner’s Office, the 

UK supervisory authority for data protection issues. 

________________________________________________________________________________________________ 

 

 

mailto:dataservices@judicium.com
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CCTV POLICY 

Introduction  

The school recognises that CCTV systems can be privacy intrusive. For this reason, the school has 

carried out a data protection impact assessment to evaluate whether the CCTV system in place is a 

necessary and proportionate means of achieving the legitimate objectives set out in this policy.  

The purpose of this policy is to regulate the management, operation and use of the CCTV system at 

the school. Review of this policy shall be repeated regularly and whenever new equipment is 

introduced a review will be conducted and a risk assessment put in place. We aim to conduct 

reviews no later than every two years.   

Objectives 

The purpose of the CCTV system is to assist the school in reaching these objectives: 

(a) To protect pupils, staff and visitors against harm to their person and/or property. 

(b) To increase a sense of personal safety and reduce the fear of crime. 

(c) To protect the school buildings and assets. 

(d) To support the police in preventing and detecting crime. 

(e) To assist in identifying, apprehending and prosecuting offenders. 

(f) To assist in establishing cause of accidents and other adverse incidents and prevent 

reoccurrence  

(g) To assist in managing the school. 

 

 

Statement of Intent 

Notification has been submitted to the Information Commissioner and the next renewal date has 

been recorded. 

The CCTV system will seek to comply with the requirements both of the Data Protection Act and the 

most recent Commissioner's Code of Practice. 

The school will treat the system, all information, documents and recordings (both those obtained and 

those subsequently used) as data protected under the Act. 

The system has been designed so far as possible to deny observation on adjacent private homes, 

gardens and other areas of private property. 

Materials or knowledge secured as a result of CCTV will not be used for any commercial purpose. 

Images will only be released to the media for use in the investigation of a specific crime with the 

written authority of the police.  Images will never be released to the media for purposes of 

entertainment. 

The planning and design has endeavoured to ensure that the system will give maximum effectiveness 

and efficiency but it is not possible to guarantee that the system will cover or detect every single 

incident taking place in the areas of coverage. 

Warning signs, as required by the Code of Practice of the Information Commissioner will be clearly 

visible on the site and make clear who is responsible for the equipment.  

Where wireless communication takes place between cameras and a receiver, signals shall be 

encrypted to prevent interception.   

Recorded images will only be retained long enough for any incident to come to light (e.g. for a theft 

to be noticed) and the incident to be investigated.  In the absence of compelling a need to retain 
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images for longer (such as an ongoing investigation or legal action), data will be retained for no 

longer than two weeks. 

System Management 

Access to the CCTV system and data shall be password protected. 

The CCTV system will be administered and managed by the Site Manager, who will act as System 

Manager and take responsibility for restricting access, in accordance with the principles and 

objectives expressed in this policy.  In the absence of the Systems Manager the system will be 

managed by the Assistant Site Manager.   

The system and the data collected will only be available to the Systems Manager, his/her 

replacement and appropriate members of the senior leadership team as determined by the 

Headteacher.    

The CCTV system is designed to be in operation 24 hours each day, every day of the year, though 

the school does not guarantee that it will be working during these hours. 

The System Manager will check and confirm the efficiency of the system regularly and in particular 

that the equipment is properly recording and that cameras are functional. 

Cameras have been selected and positioned so as to best achieve the objectives set out in this 

policy in particular by proving clear, usable images.   

Unless an immediate response to events is required, cameras will not be directed at an individual, 

their property or a specific group of individuals, without authorisation in accordance with the 

Regulation of Investigatory Power Act 2000. 

Where a person other than those mentioned in paragraph 5.3 above, requests access to the CCTV 

data or system, the System Manager must satisfy him/herself of the identity and legitimacy of purpose 

of any person making such request.  Where any doubt exists access will be refused. 

Details of all visits and visitors will be recorded in a system log book including time/data of access 

and details of images viewed and the purpose for so doing. 

 

Downloading Captured Data onto Other Media 

In order to maintain and preserve the integrity of the data (and to ensure their admissibility in any 

legal proceedings) any download media used to record events from the hard drive must be 

prepared in accordance with the following procedures: - 

(a) Each download media must be identified by a unique mark. 

(b) Before use, each download media must be cleaned of any previous recording. 

(c) The System Manager will register the date and time of download media insertion, including its 

reference. 

(d) Download media required for evidential purposes must be sealed, witnessed and signed by 

the System Manager, then dated and stored in a separate secure evidence store. If a 

download media is not copied for the police before it is sealed, a copy may be made at a 

later date providing that it is then resealed, witnessed and signed by the System Manager, then 

dated and returned to the evidence store. 

(e) If download media is archived the reference must be noted. 

Images may be viewed by the police for the prevention and detection of crime and by the Systems 

Manager, his/her replacement and the Headteacher and other authorised senior leaders.   However, 

where one of these people may be later called as a witness to an offence and where the data 

content may be used as evidence, it shall be preferable if possible, for that person to withhold 

viewing of the data until asked to do so by the police. 

A record will be maintained of the viewing or release of any download media to the police or other 

authorised applicants.  
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Should images be required as evidence, a copy may be released to the police under the procedures 

described in this policy. Images will only be released to the police on the clear understanding that 

the download media (and any images contained thereon) remains the property of the school, and 

download media (and any images contained thereon) are to be treated in accordance with Data 

Protection legislation. The school also retains the right to refuse permission for the police to pass the 

downloaded media (and any images contained thereon) to any other person. On occasions when 

a Court requires the release of a downloaded media this will be produced from the secure evidence 

store, complete in its sealed bag. 

The police may require the school to retain the downloaded media for possible use as evidence in 

the future. Such downloaded media will be properly indexed and securely stored until they are 

needed by the police. 

Applications received from outside bodies (e.g. solicitors or parents) to view or release images will be 

referred to the school’s Data Protection Officer and a decision made by a senior leader of the school 

in consultation with the school’s data protection officer. 

Complaints about The Use Of CCTV 

Any complaints in relation to the school’s CCTV system should be addressed to the Headteacher. 

Request for Access By The Data Subject 

The Data Protection Act provides Data Subjects – those whose image has been captured by the 

CCTV system and can be identified - with a right to data held about themselves, including those 

obtained by CCTV.  Requests for such data should be made to the Headteacher. 

Public Information 

Copies of this policy will be available to the public from the school office. 

________________________________________________________________________________________________ 
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PHOTOGRAPHY POLICY 

Statement of intent  

At The Devonshire Hill Nursery & Primary School, we use images and videos for a variety of 

purposes, including display boards, educational purposes, the school website and marketing. 

We understand that parents may also wish to take videos or photos of their children 

participating in school events for personal use. 

Whilst we recognise the benefits of photography and videos to our school community, we also 

understand that these can have significant risks for those involved. Under the legal obligations 

of the General Data Protection Regulation (GDPR), the school has specific responsibilities in 

terms of how photos and videos are taken, stored and retained. 

The school has implemented a policy on the safe use of cameras and videos by staff and 

parents to reflect the protective ethos of the school with regard to pupils’ safety.  

In order to ensure that, as far as possible, the use of photography and video is used safely at 

all times, the policy provided below should be followed. This policy is applicable to all forms of 

visual media, including film, print, video, DVD and websites. 

1. Legal framework 

1.1. This policy has due regard to all relevant legislation including, but not limited to, 

the following: 

 The General Data Protection Regulation (GDPR) 

 The Data Protection Act 2018 

 The Freedom of Information Act 2000 

 

1.2. This policy also has due regard to the school’s policies including, but not limited to, 

the following:  

 Data Protection Policy 

 Data Breach Policy 

 Data Retention Policy 

 Safeguarding Policy 

 

2. Definitions 

For the purposes of this policy: 

2.1. “Camera” is used to refer to mobile phones, tablets, webcams, portable gaming 

devices and any other equipment or devices which may be used to be take 

photographs. 

2.2. “Personal use” of photography and videos is defined as the use of cameras to take 

images and recordings of children by relatives, friends or known individuals, e.g. a 

parent taking a group photo of their child and their friends at a school event. These 

photos and videos are only for personal use by the individual taking the photo and 

are not intended to be passed on to unknown sources. The principles of the GDPR 

do not apply to images and videos taken for personal use. 
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2.3. “Official school use” is defined as photography and videos which are used for 

school purposes, e.g. for building passes and identification of pupils, staff and 

governors. These images are likely to be stored electronically alongside other 

personal data. The principles of the GDPR apply to images and videos taken for 

official school use. 

2.4. “Promotional use” is defined as photography and videos which are intended for a 

wide audience, e.g. photographs of children taken the school website, a local 

newspaper or for use by partner organisations. The principles of the GDPR apply to 

images and videos taken for media use.  

2.5. Staff may also take photos and videos of pupils for “educational purposes”. These 

are not intended for official school use, but may be used for a variety of reasons, 

such as school displays, special events, assessment and workbooks. The principles 

of the GDPR apply to images and videos taken for educational purposes. 

3. Responsibilities 

3.1. The headteacher is responsible for: 

 Consent forms for photographs and videos taken for educational purposes 

are submitted to parents/carers. 

 Ensuring that all photos and videos are stored and disposed of correctly, in 

line with the GDPR. 

 Deciding whether parents/carers are permitted to take photographs and 

videos during school events. 

 Communicating this policy to all the relevant staff members and the wider 

school community, such as parents.  

3.2. The designated safeguarding lead (DSL) is responsible for: 

 Liaising with social workers to gain consent for the use of photographs and 

videos of LAC pupils.  

 Liaising with the School Business Manager or Data Protection Officer (DPO) to 

ensure there are no data protection breaches. 

 Informing the headteacher of any known changes to a pupil’s security, e.g. 

child protection concerns, which would mean that participating in 

photography and video recordings would put them at significant risk. 

3.3. Parents/Carers are responsible for: 

 Completing the Parental Consent Form (Appendix D) 

 Informing the school in writing if they wish to make any changes to their 

consent. 

 Acting in accordance with this policy.  

3.4. Staff taking images or videos for official school purposes are responsible for: 

 Checking the consent for children taking part in an activity or school visit 

prior to taking photographs and videos. 

 Acting in accordance with this policy.  
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3.5. Overall responsibility for the appropriate use of photography at school and in 

connection with school events rests with the Headteacher. 

4. Consent 

4.1. All photographs and video content are classified as personal data under GDPR. 

Images or video content may be used for publicity or other purposes only when 

the parent/carer has provided informed consent and has not withdrawn their 

consent. 

4.2. Up to the age of 13, and in some cases 16 depending on the child’s maturity, 

parents/carers are responsible for providing consent on their child’s behalf. 

4.3. Parents/Carers are required to be aware that their child may be photographed at 

school and they have the right to withdraw consent for the use of photographs 

and videos of their child. 

4.4. The school understands that consent must be a positive indication. It cannot be 

inferred from silence, inactivity or pre-ticked boxes.  

4.5. Consent will only be accepted where it is freely given, specific, informed and an 

unambiguous indication of the individual’s wishes.  

4.6. Where consent is given, a record will be kept in the pupil’s file and on the school’s 

management information system (MIS). 

4.7. The school ensures that consent mechanisms meet the standards of the GDPR. 

Where the standard of consent cannot be met, an alternative legal basis for 

processing the data will be found, or the processing will cease.  

4.8. Consent given in the Consent Form will be valid until consent is withdrawn. 

4.9. If there is a disagreement over consent, or if a parent/pupil does not respond to a 

consent request, it will be treated as if consent has not been given. 

4.10. All parents/carers are entitled to withdraw or change their consent at any time. 

4.11. Parents/carers, or former pupils over the age of 13, withdrawing their consent must 

notify the school in writing.  

4.12. If any parent or pupil withdraws or changes their consent, or the DSL reports any 

changes to a pupil’s security risk, or there are any other changes to consent, the 

list will also be updated and re-circulated. 

4.13. For any LAC pupils, or pupils who are adopted, the DSL will liaise with the pupil’s 

social worker, carers or adoptive parents to establish where consent should be 

sought. Consideration will be given as to whether identification of an LAC pupil, or 

pupils who are adopted, would risk their security in any way. 

4.14. Consideration will also be given to any pupils for whom child protection concerns 

have been raised. Should the DSL believe that taking photographs and videos of 

any pupils would put their security at further risk, greater care will be taken towards 

protecting their identity.  
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4.15. A maintenance of a list of pupils for whom consent was not given will be overseen 

by the School Business Manager (SBM) and will be circulated to relevant members 

of staff. Any updates will be communicated to relevant staff as soon as 

practicable.  

5. General procedures  

5.1. Photographs and videos of pupils will be carefully considered before any activity.  

5.2. Queries and concerns relating to the planning of any events where photographs 

and videos will be taken will be referred to the SBM in the first instance. Guidance 

from the SBM/DPO will be sought if required. 

5.3. Where photographs and videos will involve LAC pupils, adopted pupils, or pupils 

for whom there are security concerns, the Headteacher as a DSL will determine 

the steps involved. 

5.4. When organising photography and videos of pupils, staff members will consider 

the following: 

 Can general shots of classrooms or group activities, rather than individual 

shots of pupils, be used to fulfil the same purpose? 

 Could the camera angle be amended in any way to avoid pupils being 

identified? 

 Will pupils be suitably dressed to be photographed and videoed?  

 Will pupils of different ethnic backgrounds and abilities be included within 

the photographs or videos to support diversity? 

 Would it be appropriate to edit the photos or videos in any way (e.g. to 

remove logos which may identify pupils)?  

 Are the photographs and videos of the pupils completely necessary, or 

could alternative methods be used for the same purpose? E.g. could an 

article be illustrated by pupils’ work rather than images or videos of the pupils 

themselves? 

5.5. Staff members are responsible for reviewing consent lists for all children taking part 

in an activity or school visit. Only pupils for whom consent has been given are to 

be included in photographs and videos taken during the activity or school visit. 

5.6. School equipment will be used to take photographs and videos of pupils. 

Exceptions to this are outlined in section 7 of this policy. 

5.7. Staff will ensure that all pupils are suitably dressed before taking any photographs 

or videos. 

5.8. Where possible, staff will avoid identifying pupils. If names are required, only first 

names will be used. 

5.9. Photos and videos that may cause any distress, upset or embarrassment will not 

be used. 

5.10. Any concern relating to inappropriate or intrusive photography or publication of 

content is to be reported to the SBM or DPO. 
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6. Additional safeguarding procedures 

6.1. The school understands that certain circumstances may put a pupil’s security at 

greater risk and, thus, may mean extra precautions are required to protect their 

identity. 

6.2. The DSL will, in known cases of a pupil who is an LAC or who has been adopted, 

liaise with the pupil’s social worker, carers or adoptive parents to assess the needs 

and risks associated with the pupil. 

6.3. Any measures required will be determined between the DSL, social worker, carers, 

DPO and adoptive parents with a view to minimising any impact on the pupil’s 

day-to-day life. The measures implemented will be one of the following: 

 Photos and videos can be taken as per usual school procedures 

 Photos and videos can be taken within school for educational purposes and 

official school use, e.g. on registers, but cannot be published online or in 

external media 

 No photos or videos can be taken at any time for any purposes 

6.4. Any outcomes will be communicated to all staff members via a staff meeting and 

the list outlining which pupils are not to be involved in any videos or photographs, 

held in the school office, will be updated accordingly. 

7. School-owned devices 

7.1. Staff are encouraged to take photos and videos of pupils using school equipment 

for educational purposes, to record and maintain pictorial evidence of lessons, 

behaviour, activities and events related to their pupils. 

7.2. Where school-owned devices are used, images and videos will be transferred 

securely to the school network at the earliest opportunity and deleted from any 

other devices. 

7.3. Staff will not use their personal mobile phones, cameras or any other personal 

device, to take images and videos of pupils unless explicit permission has been 

given by the headteacher. If permission is granted, images and photos must be 

transferred to the school network at the earliest opportunity and deleted from 

personal devices or accounts. 

7.4. Digital photographs and videos held on the school’s network are accessible to 

staff only. 

7.5. Members of staff and the school community are required to report inappropriate 

use of personal or school-owned equipment and images to the headteacher. 

Immediate action will be taken if it is found that any incidents raise child protection 

concerns. 

7.6. The school is not responsible for lost, stolen or damaged equipment. This remains 

the responsibility and obligation of the member of staff. 
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8. Storing and retention 

8.1. Images obtained by the school will not be kept for longer than necessary.  

8.2. Photos and video recordings held by the school will not be used other than for the 

purposes consent was given, unless permission is sought from the parents of the 

pupil(s) involved in consultation with the headteacher and DPO. 

8.3. Paper documents will be shredded and electronic files deleted once the retention 

period has ended.  

8.4. Where a parent or pupil has withdrawn their consent, any related imagery and 

videos involving their child/the pupil will be removed from the school drive as soon 

as practicable.  

8.5. When a parent withdraws consent, it will not affect the use of any images or videos 

for which consent had already been obtained. Withdrawal of consent will only 

affect further processing.  

8.6. Where a pupil’s security risk has changed, the DSL will inform the headteacher 

immediately. If required, any related imagery and videos involving the pupil will be 

removed from the school drive immediately. Hard copies will be removed by 

returning them to the parent/pupil or by shredding, as appropriate. 

8.7. The school may require images to be deleted or edited as appropriate and may 

choose to use images taken by members of staff or volunteers for other purposes, 

provided the processing conditions and consent requirements of this policy are 

met. 

8.8. Staff members are responsible for ensuring that edited images do not mislead or 

misrepresent. They must not edit images which result in their subject being 

vulnerable to embarrassment, teasing, bullying or abuse.  

8.9. Members of staff must remember that, even when images are physically deleted 

from a device, the device has to be appropriately disposed of to ensure that no 

imprint remains. Items deleted from a computer will often be placed in a 

“recycling bin”; these items must be permanently deleted.  

9. Appropriate use of images under GDPR 

9.1. Photographs are used in school for many reasons and the different uses for the 

same image should be considered separately, as each photograph and use will 

potentially have different conditions for processing. 

9.2. To judge whether legitimate interest can be used as the basis for processing data, 

such as using pupils’ photographs as part of the school’s management information 

system, the school will carry out three different tests, these are: 

 A purpose test – establishing the reasons for using the data, what will be 

achieved and whether the benefits are justifiable. 

 A necessity test – establishing whether the processing of pupils’ data will be 

useful and whether there is a less intrusive way of reaching a means to an 

end. 
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 A balance test – establishing the impact it will have on the data subject by 

processing the data for said reason. 

9.3. These three tests make up a ‘legitimate interest assessment’ (LIA) – the school will 

carry out an LIA prior to obtaining the data and it will be recorded in a physical 

copy in compliance with the GDPR. 

Photographs used in identity management  

9.4. These are likely to be essential for performing the public task of the school, but they 

will be deleted once no longer needed for the purpose for which it was held. 

Photographs used for marketing purposes 

9.5. Photographs will not be used for marketing purposes unless the school has specific 

informed consent for the images and the images are only used in line with the 

consent provided. 

Photographs in the school environment relating to education 

9.6. These photographs may be essential for performing the public task of the school, 

but once the pupil has left the school this argument may become insufficient. If 

permission is withdrawn, the image will be removed.  

9.7. When gaining consent, including when initially taking the photograph, the 

parent/carer of the pupil will be made aware of the school’s privacy notices and 

data retention policy. The school will endeavour to ensure that images are not 

displayed after the relevant retention period. In such circumstance that images 

may continue to be displayed, the school will act promptly to any requests for 

removal and deletion. 

10. Privacy notices 

10.1. The school uses privacy notices with declarations attached to inform pupils and 

their families about how their personal data may be collected and as one method 

of gaining consent.  

11. Sharing of images 

11.1. All images taken by members of staff or volunteers at school or on school activities 

remain the property of the school.   

11.2. Images must not be shared with anyone outside the school or held for private use. 

11.3. No digital image will be uploaded onto any internet/intranet system without the 

express permission of the child’s parent/carer. 

11.4. Images may under no circumstances be emailed or shared via private e-mail 

accounts unless a parent has asked for a photo of their child to be sent to them. 

11.5. Unless specific prior consent has been obtained, members of staff and volunteers 

must not post school images on personal pages of social networking sites or other 

websites.   
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12. Use of a professional photographer  

12.1. If the school decides to use a professional photographer for official school photos 

and school events, the headteacher will: 

 Provide a clear brief for the photographer about what is considered 

appropriate, in terms of both content and behaviour.  

 Issue the photographer with identification, which must be worn at all times. 

 Let pupils and parents know that a photographer will be in attendance at an 

event and ensure they have previously provided consent to both the taking 

and publication of videos and/or photographs. 

 Not allow unsupervised access to pupils or one-to-one photo sessions at 

events. 

 Communicate to the photographer that the material may only be used for 

the school’s own purposes and that permission has not been given to use the 

photographs for any other purpose.  

 Ensure that the photographer will comply with the requirements set out in 

GDPR. 

 Ensure that if another individual, such as a parent or governor, is nominated 

to be the photographer, they are clear that the images and/or videos are 

not used for anything other than the purpose indicated by the school. 

 

13. Permissible photography and videos during school events 

13.1. If the headteacher permits parents to take photographs or videos during a school 

event, parents will: 

 Remain seated while taking photographs or videos during concerts, 

performances and other events. 

 Minimise the use of flash photography during performances. 

 In the case of all school events, make the focus of any photographs and/or 

videos their own children. 

 Avoid disturbing others in the audience or distracting pupils when taking 

photographs or recording videos. 

 Ensure that any images and recordings taken at school events are exclusively 

for personal use and are not uploaded to the internet, posted on social 

networking sites or openly shared in other ways. 

 Refrain from taking further photographs and/or videos if and when requested 

to do so by staff. 

14. Monitoring and review    

14.1. This policy will be reviewed by the headteacher and Resource Committee as 

necessary.  

14.2. Any changes to this policy will be communicated to all staff members and, where 

appropriate, parents.  
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Parental consent form for photographs and videos 

 

NAME OF PUPIL: __________________________________________  DATE OF BIRTH: _________________ 

Why do you we use images and videos of your child? 

At Devonshire Hill, we believe that the use of photos and videos are important tools that 

support school objectives and benefit the whole school community. Photos and videos can 

contribute to: 

 Pupils’ confidence by celebrating their achievements 

 Parental engagement by providing a snapshot of what children have been learning in 

school 

 Staff morale by showcasing the quality of our educational provision and practice 

 The overall success of the school by raising our profile to attract prospective parents, 

the best teachers and opportunities to generate income. 

For these reasons, we encourage parents/carers to provide digital consent for their 

child/children, although we acknowledge and respect both your and your child’s rights under 

the General Data Protection Regulations. 

Conditions of use 

Where the school uses images of individual pupils, the name of the pupil will not be disclosed. 

Where an individual pupil is named in a written publication, a photograph of the pupil will not 

be used to accompany the text. 

Why do we need your consent? 

Without your consent, the school cannot and will not use images and videos of your child. 

Similarly, if there are only certain conditions under which you would like images and videos of 

your child to be used, the school will abide by the conditions you outline in this form. 

Who else uses images and videos of your child? 

The school may visit, be visited by and otherwise work with partnership organisations or local 

media who may take images or videos of school activities and events. These external 

organisations may want to use images and videos on their own publications and websites. The 

school will abide by the consent provided on this form. 

Where the use of images or videos of your child are not for the purpose for which consent has 

been provided, additional consent must be sought before any image or video is used.  

What are the conditions of use? 

 This consent form is valid until the child is no longer a registered pupil at the school or 

consent is amended or withdrawn. 

 It is the responsibility of parents/carers to inform the school, in writing, if consent needs 

to be withdrawn or amended. A new form must be completed. 

 Where the school uses images of individual pupils, the name of the pupil will not be 

disclosed. Where an individual pupil is named in a written publication, a photograph 

of the pupil will not be used to accompany the text. 

 If, for example, a pupil has won an award and the school would like their name to be 

published with their image, separate consent must be obtained prior. 

 The school may use pictures of pupils and teachers that have been drawn by pupils. 

 The school may use work created by pupils. 

 The school may use group images or videos with general labels, e.g. ‘sports day’. 

Appendix D 
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 The school will only use images and videos of pupils who are suitably dressed. 

 Official school photos, including class photos which may include your child, will be 

available for purchase by other parents annually.  

Providing your consent 

Consent for taking and using photographs and videos  Please circle 

either “Yes” 

or “No” 
I provide consent for the following: 

Photographing my child for official school photos by a school-appointed 

external photography company (group photos are displayed in school)  

Yes   / No 

Photographing and videoing of my child (for official school use and 

educational purposes e.g. identification and assessment)  
Yes   / No 

Using photo and video footage of my child within school  

e.g. displays, classroom use and assemblies. 

Yes   / No 

Using photos of my child on school publications and promotional materials 

e.g.  newsletter and website  
Yes   / No 

Using video footage of my child on the school’s website. Yes   / No 

Using photos of my child for the school’s social media accounts e.g. Twitter Yes   / No 

Using video footage of my child for the school’s social media accounts. Yes   / No 

School partner organisations and local media using photos of my child to 

publicise school events and activities e.g. Into University, Inspire! 
Yes   / No 

School partner organisations and local media using videos of my child to 

publicise school events and activities. 

Yes   / No 

Withdrawing your consent 

Parents/cares have the right to withdraw their consent at any time. Withdrawing your consent 

will not affect any photos or videos that have been shared prior to withdrawal. 

If you would like to withdraw your consent, you must submit your request in writing to the 

headteacher. 

Declaration 

I, ___________________________________________ (name of parent), understand: 

 The reasons why The Devonshire Hill Nursery & Primary School uses images and videos 

of my child and why my consent is required. 

 The conditions under which the school uses images and videos of my child. 

 The school will use images and videos of my child in line with the consent provided. 

 Consent is valid until it is amended or withdrawn. 

 I can amend or withdraw my consent at any time and must make the request in writing. 

Signature of parent/carer: ____________________________________ Date: _______________________ 

If you have any questions regarding this form, please arrange to speak with the School Business 

Manager via the School Office. For further information, please see the school’s Photography Policy. 


